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Abstract

Differential privacy (DP) imposes fundamental
trade-offs between privacy and statistical fidelity
in synthetic data generation. While access to pub-
lic data has been shown to improve these trade-
offs empirically, existing approaches use pub-
lic data only indirectly, through pre-processing
(e.g., using pre-trained generative models) or post-
processing steps (e.g., matching target statistics
estimated from public datasets), while relying on
domain-agnostic DP mechanisms. In this work,
we lay the theoretical framework to study the
principled incorporation of public data into DP
mechanisms themselves. We consider normalized
histograms as distribution estimators and charac-
terize the asymptotically optimal domain-aware
privacy mechanism within a specific class of DP
mechanisms. We introduce PUBMIX, a public-
data-aware DP mechanism that can be used in
histogram-based data synthesis pipelines. Our ex-
periments demonstrate that PUBMIX significantly
improves synthetic data generation quality com-
pared to domain-agnostic privacy mechanisms.

1. Introduction

Modern data-driven systems require access to large, diverse
datasets in order to train, evaluate, and validate models. In
many of these settings, the underlying data consists of sensi-
tive records such as patient histories or financial transactions
that cannot be directly shared or reused due to privacy regu-
lations. Differentially private (DP) synthetic data generation
offers a solution to this challenge by constructing a synthetic
dataset that preserves the statistical properties of the original
private data with formal DP guarantees (Ponomareva et al.,

*#Senior authors in alphabetical order. 'School of Engineering
and Applied Sciences, Harvard University, Allston, MA, USA.
Trillion Labs, Seoul, South Korea. *School of Electrical and
Computer Engineering, Georgia Institute of Technology, Atlanta,
GA, USA. *Department of Electrical and Computer Engineer-
ing, University of California, Santa Barbara, USA. SFlatiron In-
stitute, New York, USA. Correspondence to: Sajani Vithana <sa-
jani@seas.harvard.edu>.

Preprint. May 31, 2026.

Sangwon Jung? Haoyang Hu? Viveck R. Cadambe *? Flavio P. Calmon *

1 45

Haewon Jeong "

2025). The resulting synthetic dataset can be freely shared
and reused in downstream tasks with no privacy leakage.

To improve utility of DP synthetic data generation, several
works have explored leveraging auxiliary public data from
the same domain, typically incorporating it through pre-
processing or post-processing steps. Examples include pre-
training generative models on public data (Ghalebikesabi
et al., 2023), using public data to inform which statistics
to measure (Fuentes et al., 2024; Liu et al., 2021a), and
post-processing synthetic data to align with public data con-
straints (Slavkovic & Reimherr, 2020; Wang et al., 2023).
In all these approaches, however, the underlying DP mecha-
nism (how randomness is injected to ensure privacy) remains
domain-agnostic, typically based on Gaussian or Laplace
noise (Dwork et al., 2006).

We propose a fundamentally different paradigm for incorpo-
rating public data: using it directly to design how random-
ness is injected to achieve privacy in data synthesis. By con-
structing domain-aware noise distributions informed by pub-
lic data, we obtain DP mechanisms that achieve improved
privacy—utility trade-offs compared to domain-agnostic pri-
vacy mechanisms.

DP synthetic data generation typically involves estimating
the distribution of a private dataset, perturbing the estimate
to ensure privacy, and sampling synthetic data from the per-
turbed distribution (McKenna et al., 2021; Frigerio et al.,
2019; Pfitzner & Arnrich, 2022; McKenna et al., 2022; 2019;
Hardt et al., 2012; Zhang et al., 2017). Standard domain-
agnostic DP mechanisms, such as Laplace or Gaussian noise,
perturb the estimated private distribution in arbitrary direc-
tions on the probability simplex. In contrast, we show that
public data can be leveraged to identify optimal directions
along which the private distribution should be perturbed.

In this paper, we develop a theoretical framework for an-
alyzing a linear mixing-based class of domain-aware DP
mechanisms for private data synthesis, considering normal-
ized histograms as private distribution estimators. In this
canonical setting, we characterize the asymptotically opti-
mal noise distribution, demonstrating that it takes the form
of a floor-raised (Gallager, 1968) version of the public distri-
bution. From a theoretical stand point, these insights serve
as a foundational step toward developing domain-aware
DP mechanisms for complex distribution estimators used
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in synthetic data generation (see Sec. 3.2). From a practi-
cal perspective, our analysis directly informs the design of
PUBMIX, a domain-aware DP mechanism for histogram
sampling that can replace standard Gaussian or Laplace
mechanisms in existing histogram-based synthesis pipelines
(Lin et al., 2024; Xie et al., 2024; Abacha et al., 2025; Zhang
et al., 2025) for improved utility (see Sec. 5.2). Our key
contributions are:

* We introduce a principled framework for leveraging public
data to construct domain-aware noise distributions that
improve the privacy-utility trade-off in DP data synthesis
compared to domain-agnostic privacy mechanisms.

* We provide an information-theoretic analysis of the pri-
vacy—utility trade-off in DP histogram sampling within a
class of mechanisms and characterize the asymptotically
optimal domain-aware privacy mechanism.

* We propose PUBMIX, a DP histogram sampling mecha-
nism that incorporates domain-aware noise and serves as
a drop-in privacy module for histogram-sampling-based
synthetic data generation.

1.1. Related Work

DP synthetic data generation has been studied across
modalities including tabular data, text, and images. Exist-
ing approaches include (i) statistical methods that privately
release noisy summary statistics to fit distributional models
(McKenna et al., 2022; Hardt et al., 2012; Cai et al., 2021;
Zhang et al., 2017; McKenna et al., 2021), and (ii) training
deep generative models with DP-SGD (Frigerio et al., 2019;
Dockhorn et al., 2023; Yue et al., 2023). Complementary
paradigms include PATE (Papernot et al., 2018; Long et al.,
2021), which trains teachers on disjoint private partitions
and aggregates their noisy predictions to label public data
for synthesis; Private Evolution (Lin et al., 2024; Xie et al.,
2024; Tran et al., 2026), which iteratively samples from
(hierarchical) histograms to produce synthetic datasets; and
variants of private prediction (Amin et al., 2024; Tang et al.,
2024), which synthesize text by privately aggregating next-
token predictions from LLMs prompted with sensitive ex-
amples. See (Ponomareva et al., 2025) for a comprehensive
survey. While some methods leverage public data to reduce
privacy cost (Fuentes et al., 2024; Liu et al., 2021a), the
underlying DP mechanisms remain largely domain-agnostic
(Gaussian, Laplace, or exponential mechanisms). In con-
trast, we introduce the concept of domain-aware privacy
mechanisms.

DP multi-sampling provides sample-complexity bounds
for drawing independent samples from a given private dis-
tribution under DP, covering broader distribution families
(Cheu & Nayak, 2025). We extend the DP multi-sampling

setting by incorporating public data into the problem formu-
lation, while restricting to a more structured setting (linear
mixing-based DP mechanisms) to make public-data integra-
tion tractable.

Existing linear mixing methods include variants of private
prediction (Flemings et al., 2024; Ginart et al., 2022) that
serve as alternatives to existing DP training methods. In-
stead of privatizing the model itself, these methods enforce
privacy at inference time by perturbing the model’s out-
put. In LLMs, this typically involves mixing or projecting
the private model’s next-token distribution toward a public
distribution to limit leakage from memorized private data.
While both PUBMIX and private prediction involve linear
mixing and public distributions, they differ fundamentally
in goal and technical design (More details in App. A).

DP histograms are a core primitive underlying many syn-
thesis pipelines, with work spanning basic privatization
(Dwork & Roth, 2014; Dwork et al., 2006), hierarchical
constructions (Qardaji et al., 2013), and adaptive/improved
binning (Hay et al., 2010). Recent private evolution meth-
ods and their federated learning extensions (Abacha et al.,
2025; Hou et al., 2025) further highlight the practical role of
histogram sampling, demonstrating strong empirical perfor-
mance across modalities when combined with foundation
models. PUBMIX can be incorporated as a drop-in privacy
mechanism within the histogram-based pipelines.

2. Problem Formulation

Let Dpyy = {z1,...,2,} € X" denote a private dataset
where X is a discrete sample space with |X| = d. Each
2; € Dppy is sampled i.i.d. from an underlying distribution
Ppry € Ay, where Ay is the probability simplex over X.
Let Dpup = {v;}i_; C X be a public dataset from the
same domain as D,,.,, sampled i.i.d from an underlying dis-
tribution P, € Ag4. We estimate P, and Py, using the
normalized histograms of D, and Dy, over X, denoted
by P, and P, respectively.

Our goal is to generate a synthetic dataset D, = {y; }12,
consisting of m samples that: (i) satisfies DP with respect to
Dy, (i1) is statistically close to D,,.,. For this, we design
a synthetic data distribution Py, € Ag4, from which we
draw m samples i.i.d. to obtain the synthetic dataset D,,,.
Specifically, we consider synthetic distributions of the form:

Psyn = (]- - B)pprv + 5Pnse (nH

where /3 € [0, 1] is a mixing coefficient and P,,s. € Ay is
a noise distribution. 8 and P, . are globally known fixed
parameters that are independent of the private data D,.,.

Our goal is to find the optimum parameters 3 and P, ;. in
(1) that achieves the maximum utility while satisfying DP.
When the mixing parameter 8 = 0, we have Py, = Ppros
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Figure 1. Comparison of PUBMIX, LINMIX, and the Gaussian Mechanism for differentially private histograms. (a)—(c) provide a
geometric illustration of the perturbations in the probability simplex for (a) PUBMIX, (b) LINMIX, and (c) the Gaussian mechanism. (d)
shows the total variation distance between (]5pm, Psyn) as a function of the number of synthetic samples m, for PUBMIX, LINMIX, and
the Gaussian mechanism for n = 57717, & = 5, § = 1/n based on the 2023 ACS PUMS dataset.

which is ideal for utility but provides no privacy guarantee.
The other extreme, 3 = 1, yields Py, = P, and the gen-
erated synthetic data are independent of the private dataset,
resulting in a substantial loss of utility while ensuring per-
fect privacy. Accordingly, for a fixed noise distribution P,
we first identify the smallest 5 that satisfies DP, and then
optimize P, to obtain the best achievable privacy—utility
trade-off. The resulting P, . determines the optimal direc-
tion along which the private distribution Ppw should be
perturbed. Here, P, ;. will depend on the public data, as
we will see shortly. First, we formally define the privacy
constraint and the utility metric.

Privacy constraint: We consider (¢, §)-DP of the m gen-
erated synthetic samples D,,,,. Let Dp,., and D;,m be any
two neighboring datasets that differ in only one data entry.
Let Py, and Ps’yn be the corresponding synthetic distri-
butions from (1) for any fixed 8 € [0,1] and P,s. € Ax.

Then, the (¢, §)-DP constraint is given by,
P(Dgyn € S) < e°P(Dy,,, € S) + 4,
VS C X™, VDppy, D 2

pro

where Dyy,, and Dy, ,, correspond to the 1 i.i.d. samples

/
drawn from Py, and P, ,,.

Utility: The utility of D_Syn is defined as the totgl variation
(TV) distance between P, and Py, i.e., TV(Pppy, Psyn).

The admissible set: To select a noise distribution P,
in (1), we define an admissible set of private distributions
close to the public distribution Ppub. This set is fixed and
independent of the given private data D,,.,,. We define the
admissible set as all distributions within a v-TV ball around
Ppubl

:{PEAleV(P,ppub) S’Y}

B’Y appub
for some proximity parameter v € (0, 1], independent of
Dy The parameter v is chosen based on public knowl-
edge (see Sec. 5). The key motivation for this definition is

that datasets drawn from the same domain induce distribu-
tions that are close to each other on the probability simplex
with high probability. We therefore seek a P, ;. that are
optimized for distributions in B, 5 . Concretely, as we
describe next, we optimize P, s, considering the worst-case
private distribution within B, 5 .!
An optimization formulation for mechanism design:
Given a target (¢, §), a public distribution P, and a prox-
imity parameter -y, our goal is to find the optimal noise dis-
tribution P, . and mixing coefficient 8 in (1) that satisfies
the privacy constraint in (2) while maximizing utility. The
optimization problem we solve to obtain these parameters
is given by:
min min
Ppse€Aq  Be[0,1]

_ max
PmeB%ppub

st. P(Dgyn € S) < e°P(D;,,, € S) +34,
VS C X", ¥Dpyy, Dy 3)

TV (Ppm Psyn)

We denote the parameters that solve (3) as (3*, P, ). 2

nse

PUBMIX: Once the parameters 8* and P, are obtained,
for any given D,,,, we compute Py, = (1 — ﬁ*)]:’pm +
B* P, using the corresponding P,,.,, and draw m samples
from P, as private synthetic data D,,,,. We call this

mechanism PUBMIX, and it is outlined in Alg. 1.

Why use PUBMIX instead of just adding noise to his-
tograms? Standard DP histogram mechanisms (Dwork
& Roth, 2014) add i.i.d. Gaussian or Laplace noise to
each histogram bin to achieve DP. Since the noise is zero-
mean and independent across bins, each bin can increase

UIf the private distribution of D, lies outside B% Ppub (which
cannot be verified a priori), PUBMIX still satisfies DP. However, a
weaker utility guarantee will be achieved compared to (3).

The parameters 5* and Py, in PUBMIX are not derived from
the given private dataset. They are pre-computed parameters based
on the worst case private distribution within a y-TV ball around
Py,up (see (3)), and are independent of the given private dataset.
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or decrease arbitrarily. When normalized to obtain a prob-
ability distribution, the perturbed histogram can move in
arbitrary directions on the probability simplex relative to
the non-private distribution. This domain-agnostic approach
does not consider which perturbation directions optimize the
privacy-utility trade-off for the given data domain (Fig.1c).
In contrast, PUBMIX leverages public data from the same
domain to identify a principled direction in which to per-
turb P,,.,, yielding a synthetic distribution Py, that better
preserves utility while still satisfying DP (Fig.1a).

A key feature of PUBMIX is sample dependency. Most
existing DP synthesis methods incur a high privacy cost
by releasing the entire privacy-protected distribution Pi,,,
(Xie et al., 2024; Lin et al., 2024). For instance, in exist-
ing DP histogram-based synthesis methods that add Gaus-
sian or Laplace noise to each of the d bins independently,
TV(ppm, P,,,) increases linearly with d (Qardaji et al.,
2013). However, many applications require only a finite
number of synthetic samples, and not the full distribution.

We show that, when the goal is to release only m synthetic
samples from the histogram rather than the histogram itself,
it is possible to construct a synthetic sampling distribution
P,y that is significantly closer to Ppm, resulting in more
accurate synthetic data (Fig. 1-d). The key insight is that the
normalized histogram of a private dataset Dy, differs from
that of any neighboring dataset me in at most two coordi-
nates. Specifically, as n denotes the number of samples in
Dy, replacing a single sample causes one bin to increase
by 1/n while another bin decreases by 1/n. When releasing
an entire DP histogram, this sparsity of the neighboring
difference cannot be leveraged, and noise must be injected
across all d coordinates. However, when releasing only sam-
ples, and working under (&, §)-DP, this sparse structure can
be leveraged, yielding tighter privacy accounting.

3. Main Results: Overview and Intuition

Before presenting the full mathematical treatment of how to
solve (3) in Section 4, we first provide a high-level intuition
for our solution and how PUBMIX leverages public data.

3.1. Technical overview

Recall that PUBMIX constructs the synthetic dataset Dy,
by drawing m samples from a carefully designed distribu-
tion Psy,, = (1 — 8*)Pyry + B*Pr,,. Here, 3* and P},
are the optimal parameters. To solve the optimization in (3),
we first fix a noise distribution P, 5. and find the minimum
mixing weight 3,,;, (for this specific P,,s.) for which the

DP constraint in (2) is satisfied.

Minimum mixing weight (details in Theorem 4.1):
Given a noise distribution P,, ., privacy parameters ¢, 0,
number of synthetic samples m, and private dataset
size n, there exists a threshold f,,;, such that any
B > Bmin satisfies (g, §)-DP. Moreover,

1) Bin is a function of €, d, m, n and P, .
2) Bmin 18 increasing in m.

3) Bmin depends on P, 4. only through its two smallest
probability masses.

Intuition: For given parameters ¢, §, m, n, P, s¢, the privacy
constraint in (2) can be equivalently written as:

P®m||P/®m < 6 VDprvyD/ (4)

syn syn pro

where E.- (P||Q) denotes the hockey-stick divergence be-
tween distributions P and () (or the E, divergence with
v = ¢€f), and P®™ denotes the m-fold product distribu-
tion corresponding to m i.i.d. draws of P. Solving (4)
with equality yields the minimum mixing weight 3,,;, for
the chosen P, s.. Importantly, since neighboring private
datasets differ in exactly one sample, the ratio ﬁsy"
actly 1 in all but (at most) two coordinates. Lesxl;lgraging
this 2-point sparse structure tightens the privacy accounting

compared to existing DP histogram release methods.

is ex-

For a given P, ., the value of 3,,,;, specifies the minimum
separation that Py, must maintain from Pp,«v to satisfy
DP. Since the information leakage increases with the num-
ber of synthetic samples released, (3,,;, increases with m
(see Fig. 2). The next property that /3,,,;,, depends on P,
only through its two smallest probability masses is also in-
tuitive: Since the same mixing weight 3 is applied to every
coordinate in (1), the coordinates with the smallest noise
masses in P, . receive the least added randomness. The
worst case therefore occurs when the two coordinates that
differ in neighboring private histograms coincide with the in-
dices of the two smallest entries of P, s.. Consequently, let-
ting Nypip, = ming Pns'e( ) and Nyyin, = ming;, Pnse(l)
where i; = argmin; P, (4), the pair (Nmin, ; Nmin, ) de-
termines the smallest 3 for which DP is satisfied.

Since S,in depends on P, only through its two small-
est probability masses Npin, and Npipn,, We write
Bmin(Nmin, s Nmin, ) to make this dependence explicit in
what follows.

Consider Npyin, = Nmin, = Nmin. The behavior of
Brnin (Nminy Nuin) for 0 < Ny < % is shown in Fig. 2,
where d = |X‘ ﬁnun( mins N’rnin) is decreasing in Nmin
as a larger value of N,,;, corresponds to a larger base-
line noise being injected across all coordinates of P,
Since more noise is already guaranteed at each coordinate,
a smaller mixing weight /3 suffices to satisfy DP.
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Having characterized the minimum mixing weight for a
fixed noise distribution P, 4., we next optimize over P, .

Asymptotically optimum noise distribution (details
in Theorem 4.4): For a given public distribution Ppub
and v > 0, the asymptotically optimum noise distri-
bution P}, is a floor-raised version of P,,;, with an
optimal threshold ¢. Floor-raising a distribution Py,
with threshold ¢ raises all coordinates below ¢ up to
t, and compensates by reducing the mass from coor-
dinates above ¢ in a way that preserves normalization
(see Fig. 3). Moreover, the optimum threshold ¢ is a

function of 7y, Pyyp, €, 6, m and n.

Intuition: To determine _the optimum noise d_istribution,
we first observe that TV (Ppyy, Psyr) = BTV (Pprv, Prse).
Then, the optimization in (3) can be upper bounded by:

PnrilenAdﬁmin (Nmznl ) Nminl )<PPMIEnBa;Xp TV(Ppr'w Pnse))
(%)

since the mixing weight 3 is chosen independently of Py,
and Bpnin(Nming s Nmin, ) 18 decreasing in Ny,;,,,. The op-
timal P, in (5) is an asymptotic optimizer for (3) since (5)
converges to (3) as d — oco. Details in Sec. 4.

Consider the two terms in (5). Bpmin(Nming s Nimin, ) 1S min-
imized when N,,;,, is maximized (see Fig. 2). Thus, the
P, s minimizing the first term is the uniform distribution,
where Npin, = é. Now consider the second term (in-
ner max). For any given P, ., the inner max is achieved
by some Ppm on the boundary of B, P,.,- Therefore, the
minmax TV distance is achieved by the P, ;. at the L;-
Chebyshev center’ of B, Py (close to Ppub). The first term
pushes P, ;. toward the center of the simplex A, (the uni-
form distribution), while the second term pushes it toward
the Chebyshev center of B% Pyuy> which lies close to Ppub.
The optimal P, balances these two effects: it stays close to
ppub to minimize the worst-case TV term, while simultane-
ously increasing Ny, to reduce the Brin(Nming » Nming )
term. We show that the resulting optimum F;;,. has a sim-
ple and interpretable form: P, is a floor-raised version
of Ppub, at an optimal threshold t (see Fig. 3). This floor-
raising operation slightly moves P,,;, towards the uniform
distribution (details in App. B), thereby increasing Ny, in,
and lowering Brin(Nmin, s NVimin, ). At the same time, it
preserves proximity to the minimizer of the inner maximiza-

tion term.

Significance of public data: Consider the asymptotic solu-
tion to (3) when no public data is available, i.e., B%ppub =
Ag4. For this, we again analyze the two terms in (5) sepa-

3 L1-Chebyshev center of a set Q: arg min, max,eq ||z —cl|1.
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Figure 2. Comparison of minimum mixing weight [3,,:», for differ-
ent numbers of synthetic samples m and minimum noise compo-
nents Np,in with n = 1200,d = 1000, = 5and § = 1/n.
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Figure 3. Floor-raising: (a) original PMF, (b) Water-filling: raises
smaller masses to ¢ and removes the added mass uniformly from
larger masses (Def. 4.2), (c) Maximum Invariant Floor Raising
(MIFR): raises smaller masses to ¢ and removes the added mass
Mqq from larger ones to maximize the unchanged probability
mass with respect to the original (Def. 4.3).

rately. The inner maximization in (5) is attained by a Ppm at
an extreme point of the simplex (e.g., a corner of the triangle
in Fig. 1). Thus, the noise distribution minimizing the inner
maximum term in (5), i.e., the minmax optimal distribution,
is the uniform distribution, which is at the center of the
simplex. Now, consider the S,in (Nmin, ; Nmin, ) term in
(5). Since Brin(Nmin, s Nmin, ) i decreasing in Ny, , it
is minimized when Ny, = é. Both of these facts imply
that the objective in (5) is minimized by P . = éld, ie.,
the uniform distribution (see Corollary 4.5). We call this
mechanism LINMIX.

However, this solution is driven by the worst-case private
distribution, which is a point mass at one of the corners of
the simplex. A point mass is a highly atypical and prac-
tically irrelevant distribution. Optimizing P, based on
a point mass forces P . to be far from most realistic pri-
vate distributions Pprv, which results in a large TV distance
between the private and synthetic distributions, as shown
in Fig. 1. To mitigate this, we leverage public data from
the same domain and solve (3) with B, Ppur © Ag4. This
results in PUBMIX, which achieves significantly improved
performance (red curves).

3.2. Beyond Histograms

PUBMIX extends naturally to general discrete distribu-
tion estimators that satisfy a bounded sensitivity condition,
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Algorithm 1 PUBMIX

Input: : Private distribution Ppm, public distribution Ppub,
private dataset size n, required sample size m, proxim-
ity parameter +y, privacy parameters (&, )

Output: : Synthetic dataset Dy,

1: Compute optimal noise distribution P, and mixing
weight 8* using Ppub, v,€,0, m,n (Thm. 4.4)
2: Form the synthetic distribution:

Psyn%(l_ﬁ*)ﬁ)prv"i'ﬁ*]);se

3: Draw m i.i.d. samples from Pi,,, to obtain Dgyy,
4: return D,

namely, max; |]51£§~]7, - _,;%| < s for some s > 0, where
P,Lﬂv denotes the i-th coordinate of P,,.,. In this setting, the
domain-aware noise distribution continues to take the form
of a floor-raised version of Ppub, while the minimum mix-
ing weight (3 is increased as we lose the two-point sparsity
structure of neighboring histograms (see Appendix G). The
same principles suggest potential extensions of PUBMIX to
parametric distribution families, such as Gaussian mixtures.

4. Main Results: Technical Details

In this section, we formalize the arguments made in Sec. 3.
We begin by deriving a condition on the mixing weight 3
that guarantees DP for a given noise distribution P, ..
Theorem 4.1 (Feasible mixing weights 3). Fix ¢ > 0,
0 € (0,1), private dataset size n, and the required number
of synthetic samples m > 1. Let P,,sc € Ag be any noise
distribution and denote the two smallest probability masses
of Prse by Npin, and Niin,, With Nopin, < Nmin,. Then,
Sor every 8 > Bumin(Nminy , Nimin, ), the m synthetic sam-
ples drawn from Py, in (1) satisfy the DP constraint in (2),
where Bumin(Nmin, s Nmin, ) IS the solution to (3 in:

maX{hl(ﬂ7 g, n,m, Nmin1 ) Nming)a

h2(5757n7m7Nmin17Nmin2)}:5 (6)

where

hl (6,€,7’L,m, Nminmeing)

m! 1-8 S
=3 ol )=
NS At H):

Ap<m

_\* _B\H*
KﬁNmmﬁlﬂ)CﬁNminz) H— 65(5Nming+lﬁﬁ)(3Nmm1) )\]
+

n
(N

with [z]+ = max{z,0}, and ha(B,e,1n, M, Npiny, Nmin,)
is the same as hy(-) with Npin, and Npin, swapped.

The proof of Theorem 4.1 is given in App. C. Since we need
the mixing weight 3 to be as small as possible for optimal
utility (see Fig. 1a), for any given P, ., the optimum mix-
ing weight is the corresponding Byin (Nming s Nmin, ) from
Theorem 4.1.

Next, we analyze the optimal noise distribution P, that
solves (3). For this, we first define Water-filling and

Maximum-invariance floor raising.

Definition 4.2. [Water-Filling (WF)] Let A be a probability
mass function (PMF) on Q = {wy,...,wq} with 4; :=
A(w;). Assume without loss of generality that the indices
are arranged such that A; < A, < ... < Ay Lett €
[0,1/d] be any constant satisfying A; < ... < A, <t <
A1 < ... < A,y for some k < d. Then, the t-water-filled
version of A, denoted by B = WF(A, ¢) is given by,

B; = max{t, A; — 7},

Vie{l,...,d} (8

tk+O)—3F A

where 7 = " * is a unique constant satisfying
Zle B;=1land Ajy¢—t <7 < Agyeq1 —t for aunique
te{0,1,...,d—k—1}.

Definition 4.3. [Maximum-Invariance Floor Raising
(MIFR)] Let A be a probability mass function on 2 =
{wi,...,wq} with A; := A(w;). Fix t € [0,1/d]. The
maximum-invariance floor raised version of A at level ¢ is
given by B = MIFR(A, t) with coordinates

t, iel,
Bi=4b;, ie€U",
Ai, i¢ LUU*,

where L := {i : A; <t} and L¢ := {i :
donor set U* C L° is defined as

U* = arg Unéiilc ZAi s.t. Z(Ai_t) > Z(t—Ai).

- ieU i€eU icL

A; > t} The

Finally, the values {b; };cy+ satisfy b; > ¢, Vi € U* and

Do(Ai—b) =) (t— A,

ieU* ieL

so that the total mass removed from indices in U* exactly
matches the total mass added on L.

Both WF and MIFR (Def. 4.2 and 4.3) raise every probabil-
ity mass below the threshold ¢ up to ¢. The extra mass added
in this step is then removed from entries above ¢, while
ensuring no entry is reduced below ¢. In this way, both pro-
cedures produce a modified PMF B that satisfies B; > ¢ and
attains the minimum possible TV distance to the original
PMF A. The two methods differ in how they choose which
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entries above ¢ to decrease. WF spreads the required mass
removal across all entries above ¢ in a uniform “leveling”
manner until some reach ¢. In contrast, MIFR concentrates
the mass removal on a carefully chosen subset of entries
above t so as to keep as many coordinates unchanged as
possible, i.e., it maximizes the invariant mass ) . Bi—A, A;.
An illustration of Def. 4.2 and Def. 4.3 is given in Fig. 3.

We provide an asymptotically optimal solution to (3) in
Theorem 4.4. For a fixed P, s., we write the correspond-
ing minimum mixing weight (,,;, from Theorem 4.1 as
Bmin(Nmin, s Nmin, )» highlighting its dependence on P,
through its two minimum masses Ny, iy, and Nyyin,. Equiv-
alently, for any 0 < z; < 1/d and 23 < 25 < 1d’ff,
Bmin (21, 22) denotes the threshold corresponding to any
P, s whose two minimum entries equal z; and z» (the de-
pendence on P, is only through these minimum elements).

The original problem in (3) can be equivalently written as,

min
Bel0,1]
BZBmin (Nrn'inl 7N7nin2 )

min

TV(P P
Ppse€Ag V( pro; syn)

_ max
Pyru€B, p

©))

which can be bounded as:

min min max  TV(Ppry, Psyn)
Ppse€Aqg 66[0,1] PPTVUEB'Y!ﬁpub P Y
B>Bmin(Nming sNming)
< min min max  TV(Pyry, Payn)
Ppse€Ag ﬁE[O,l] PprveBVvﬁpub P Y
B2Bmin(Nming »Nming)
(10)
as Nmin1 S N’rning and ﬁ(Nmin] ) Nmzng) is non-

increasing in both N,,;,, and N,,;,, (see Lemma C.5).
In Theorem 4.4, we provide the solution to the upper bound

in (10). Notice that ), P,[flp = 1 requires:

1 — Nuin
0 S Nmin1 S Nm'mg < — (11)

- d-1

which makes Nyin, — Nmin, for larger d, resulting in

ﬁmzn(Nmznl 9 Nmzn2> — 5m2n (Nmznl ) Nmin1 ) Thus, the
solution to the upper bound in (10) is asymptotically optimal
for (3) (see App. D.1 for rigorous proof).

Theorem 4.4 (Asymptotically optimal parameters:). Let
v € (0,1] be a constant and let P, € Aq be a public

N . o S[1] =[2]
distribution with the indices arranged as Ppub < Ppub <

o< ngi]b' Fix the privacy parameters ¢ > 0, 6 € (0,1)
and the required number of synthetic samples m > 1. Then,

min
Bel0,1]
523mm (Nm'inl 7N7n'in1 )

= min {Bmin (t1, 1) P1(t1), Bmin(t2, t2)P2(t2)}

min _ max
PnseEAd

Ppr’u EB“/vaub

Tv(ppr'ua Psyn)

(12)

and the corresponding optimum Py,

and [* are given by,

D Bmin ¢ 7t ) @ (t )
% :{MIFR(Ppub>t1)7 5mmgt;t;) = q;.f(ti) (13)

WF(P)puln t2)7 o.w.
B* = Bumin (N':;Lm7 N:;Lin) (14)
where Ny, is the minimum probability mass of Py, and

t1,ta, ®1(-), Po(-) are functions of €, 6, m, n,y and Ppyy,.

The complete statement of Theorem 4.4 with the characteri-
zations of t1,ta, ®1(+), ®o(+) is given in App. D.2. A geo-
metric interpretation of Theorem 4.4 is given in App. D.3,
and the proof of Theorem 4.4 is given in App. E.

The Key insight from Theorem 4.4 is that the optimal
noise distribution P}, is always a floor-raised version of
ppub, where both MIFR(]—t’pub7 t1) and WF(Ppub, to) raise
small elements of Ppub to their respective thresholds and
redistribute probability mass from larger elements. This
design balances two objectives: since Ppm and Ppub come
from the same domain with typically small TV (P, Ppro ),
choosing P, ;. close to ppub is beneficial. However, many

elements in Ppub can be small (even zero), which would

add minimal noise to corresponding ngﬂv elements and re-
quire a larger mixing weight /3 to maintain privacy, pushing
Psyr too close to Ppub (not to Ppm). The optimal P},
resolves this tradeoff by remaining close to P,,;, while
floor-raising smaller probabilities to guarantee a sufficient
Nypin = min; P,[fs]e, which allows a smaller 5 and yields a
Py, that is closer to Ppm.

To see the significance of using domain information via
public data, consider the solution to (3) when no public
dataset Dy is available, i.e., when B, Pouy = Ag.
Corollary 4.5 (Asymptotic optimality with no Dy,). For
any Dppy, m > 1, e > 0and ¢ € (0,1), the asymptotic
solution to (3) with B, p = A is given by,

_Inax TV(PPT‘U? Psyn)
Ppro€Ag

min
B€[0,1]
B2>Bmin(Nming »Nming )

min
Ppse€Aqg

15)

and the corresponding optimum P, and 3* are given by,

1
Pr = -1y

nse = 7 and " = Bmin (1/d,1/d)

(16)
where 1, is the all ones vector of size d.

Corollary 4.5 (proof in App. F) shows that without domain
information (i.e., no public data from the same domain as
D,v), the optimal noise distribution is uniform and P,
is formed by mixing uniform noise with P,,.,. We call this
mechanism LINMIX. This effectively pulls P;,,, toward the
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uniform distribution and away from Pprv. In contrast, when
relevant public data is available, Theorem 4.4 establishes
that the optimal noise distribution is close to Ppub. Since
Ppub and pprv share similar structural properties, linearly
combining them preserves much of this structure, allow-
ing Py, to remain closer to Ppm while still satisfying the
privacy constraint.

5. Experiments

In the first part of this section, we illustrate the core ideas of
PUBMIX with a simplified setting. In the second part, we
integrate PUBMIX into state-of-the-art DP synthetic data
generation pipelines (histogram-based) and show improved
performance.* First, we explain how the proximity param-
eter y is chosen in both experimental settings. y captures
the variation of the domain data: if distributions estimated
from different public datasets in the same domain vary sub-
stantially, v should be larger. If they are similar, a smaller
v is appropriate. In our experiments, we either collect k
public datasets from the same domain, or randomly partition
the available public dataset into k folds, compute pairwise
TV distances between the fold distributions, and use the
distribution of these distances to estimate +.

5.1. Illustrating the Core Concepts

In this section, we use a simplified setting in which the
normalized histogram of the private data serves as the dis-
tribution estimate, and PUBMIX is used to directly sample
synthetic data. To make this setting tractable, we use the
2023 ACS Public Use Microdata Sample (PUMS) dataset
(U.S. Census Bureau, 2024) by restricting each record with
7 features: race, sex, class of work, marital status, education
level, disability status, and English proficiency. We analyze
the quality of the PUBMIiX-generated samples in terms of
TV distance and downstream-task performance by compar-
ing with the standard Gaussian mechanism and the setting
with no public data (LINMIX). We use Texas data as D,,;.,,
and California data as D,y °

Fig. 4 compares the TV distance between private distribution
and the empirical distribution of the generated synthetic
data. LINMIX performs well for small m but degrades
as m increases, while PUBMIX avoids this degradation by
leveraging public data.

We assess downstream utility by training a random forest
regressor to predict English proficiency (values from 1-5)
using the remaining features, with the model trained on the
generated synthetic samples. Here, we use 80% of Texas

*Our repository can be found at: https://github.com/sajani-
vithana/PUBMIX

SWe set ~ to the average pairwise TV distance among state-
level distributions from California, Colorado, Florida, and Utah.
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Figure 4. Comparison of the total variation (TV) distance between
Py and the empirical distribution of the synthetic dataset Dgyn
forn = 57,717, = 5, and § = 1/n on the PUMS dataset.
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Figure 5. Accuracy of a regression model trained on synthetic data
by PUBMIX, LINMIX, and the Gaussian mechanism, measured
relative to a model trained on real data from the PUMS dataset.

data as D,,., to generate the synthetic samples. We then
use the remaining 20% of Texas data as the test set to evalu-
ate the performance of the model trained on the synthetic
data. Figure 5 compares PUBMIX against a non-private
model trained directly on D,,,,, the Gaussian baseline, and
LINMIX (no Dpyp).

5.2. Evaluation on Existing Pipelines

‘We next evaluate PUBMIX on two modalities, tabular and
text, to demonstrate that it can be used as a drop-in replace-
ment for the DP histogram sampling subroutine in existing
state-of-the-art synthetic data generation pipelines. Con-
cretely, we adopt Private Evolution (PE) based methods
(Tran et al., 2026; Xie et al., 2024), which are recently
proposed frameworks generating synthetic data through an
iterative process: they repeatedly produce candidate varia-
tions of the data and then randomly samples from Gaussian-
noised histograms obtained from the variations. In our ex-
periments, we keep the PE pipeline unchanged and replace
only the internal DP sampling-from-histograms component
with PUBMIX.

5.2.1. Tabular: Person Activity Records

Experimental setup. We use the Person Activity dataset
(Vidulin et al., 2010), which contains sensor-based activ-
ity records collected from five users. To mimic a realistic
deployment where related public data is available, we con-
struct the private dataset D, using records from three
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Table 1. Downstream classification accuracy (%) on Person Ac-
tivity under varying privacy budgets. We report mean =+ std over
multiple runs.

Table 2. Utility on Yelp Reviews under varying privacy budgets.
We report mean =+ std over multiple runs. Category classification
accuracy (%, higher is better) and Rating RMSE (lower is better).
PE (¢ = o) : Category 72.13%, RMSE 0.873.

Method e=1.0 e=2.0 e=4.0

GEM (Liuetal., 2021b) 28.24+043 28.51+1.84 28.46+0.40 Metric Method e=1 e=2 e=4
Prleyq (Zhang etal.. 2021) 27.40+270 28414208 28.06+1.82 Category (1) PE (Xicetal, 2024y 71.671t021  70.69+0.41 69.93%0.38
GSD (Liuetal., 2023) 49.484+0.27 50.00%0.25 50.46+0.54 PUBMIX 71.014017 7157403 72.35-+0.20
AIM (McKenna et al., 2022) 56.77+0.23 58.424+0.11  59.1240.30 -

JAM-PGM (Fuentes etal, 2024)  55.96+£0.24  56.5140.28 57.37=+0.23 Rating () PE (Xicetal,2024)  0.90%0.025  0.91%0.009  0.89=0.021
PMW 5 (Liuetal, 2021a) 49.214+080 48.96+1.05 49.37+0.91 PUBMIX 08140016 0.81+002  0.80+0.03
TABPE (Tran et al., 2026) 60.80+0.54 63.2240.48 64.2440.45

PUBMIX 66.40+049 66.47+042 66.85+0.08

users, and the public dataset D, using records from the
remaining two users by splitting the original dataset. This
split preserves the domain and task semantics while intro-
ducing a natural distribution shift across users, matching the
intended use of public-data-guided sample generation.

As our primary baseline, we adopt TabPE (Tran et al., 2026),
a state-of-the-art DP synthetic data generator for tabular data.
Importantly, TABPE relies on a DP histogram-based sam-
pling subroutine as a core primitive in its update procedure.
Building on this modular structure, our main comparison is
TABPE+PUBMIX, where we only replace this DP histogram
sampling component in TABPE with PUBM1X while keep-
ing all other components (e.g., model architecture, iterations,
and optimization settings) unchanged. This experimental
design isolates the benefit of PUBMIX as a drop-in sampling
primitive. We also compare PUBMIX against additional tab-
ular DP baselines, including GSD (Liu et al., 2023), AIM
(McKenna et al., 2022), GEM (Liu et al., 2021b), PRIVSYN
(Zhang et al., 2021), as well as JAM-PGM (Fuentes et al.,
2024) and PWM,,,;, (Liu et al., 2021a) that utilize public
data. Following prior work (Tran et al., 2026), we evaluate
synthetic data utility by training a downstream classifier on
synthetic samples and reporting test accuracy of classifica-
tion performance for human activity.

Results. Table 1 reports downstream accuracy across pri-
vacy budgets. Across all € € {1,2,4}, TABPE + PUBMIX
achieves the best performance, consistently outperforming
the PE baseline as well as all other DP tabular methods.
Notably, the gains over PE are largest in the stricter pri-
vacy regime: PE+PUBMIX improves PE by +5.80 points
ate = 1 (66.60 vs. 60.80), and remains advantageous at
€ = 2and ¢ = 4 (+2.93 and +1.88 points, respectively).
This pattern shows that PUBMIX leverages related public
data to improve utility under stronger privacy constraints.

5.2.2. Text: Yelp Reviews

Experimental setup. We consider a real-world text synthe-
sis setting where the private dataset is Yelp reviews (Yelp
Inc., 2023), and the public dataset is Google Local Reviews
from 10 states (Li et al., 2022; Yan et al., 2023). This pub-
lic dataset provides a realistic public signal from a related

but non-identical distribution, reflecting practical scenarios
where public web-scale reviews exist but do not exactly
match the private domain. Yelp provides two downstream
tasks that capture complementary aspects of utility. (i) Cat-
egory classification: a trained classifier on the synthetic
reviews predicts the business category. (ii) Rating predic-
tion: a trained regressor predicts the star rating in {1, ...,5}.
We report classification accuracy and the root mean squared
error (RMSE) for the rating, on the test set.

We adopt a PE variant method, tailored for DP text synthesis
as our main baseline (Xie et al., 2024). We apply PUBMIX
as a plug-in replacement in the DP sampling component
of the PE pipeline, while keeping all remaining settings
identical. Additional details (length constraints, model con-
figuration, and training schedule) are provided in App. H.

Results. Table 2 summarizes utility on Yelp across privacy
budgets. Overall, PUBMIX improves the privacy-utility
tradeoff over the PE baseline on both tasks. In particu-
lar, PUBMIX consistently reduces rating prediction error
(RMSE) for all ¢, indicating better preservation of the con-
tinuous rating signal under DP. These results suggest that
public-guided DP sampling can enhance PE-based text syn-
thesis without changing the rest of the pipeline.

6. Conclusion

In this paper, we introduced the concept of domain-aware
DP mechanisms for synthetic data generation and provided
a corresponding theoretical framework. For normalized his-
tograms, we characterized the optimal domain-aware DP
mechanism within a class of distribution mixing functions.
To this end, we introduced PUBMIX, a public-data-aware
privacy mechanism that can be used as a drop-in replace-
ment for Laplace or Gaussian mechanisms in histogram-
based data synthesis pipelines. Empirically, we show that
incorporating PUBMIX in existing data synthesis pipelines
consistently improves the privacy—utility trade-off.

Limitations and future work: Our analysis is restricted to
linear mixing-based DP mechanisms, requires public data
from the same domain, and considers only histogram-based
distribution estimators. Future work will extend domain-
aware privacy mechanisms to more complex distribution
estimators, broadening the scope of PUBMIX’s applications.
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ing public-data-aware privacy mechanisms. This method
incorporates auxiliary public data directly into the privacy-
critical sampling step, improving utility while maintaining
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since DP protections depend on correct choice and reporting
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nance is needed to ensure the public source is legitimately
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A. Additional Details on Related Work

On methods using linear mixing: Certain private prediction variants (Flemings et al., 2024; Ginart et al., 2022) are
alternatives to DP training methods such as DP stochastic gradient descent (DP-SGD), where instead of privatizing the
model itself, privacy is enforced at inference time by perturbing the model’s output. In the LLM setting, this typically
involves mixing or projecting the private model’s next-token distribution toward a public distribution to limit leakage from
memorized private data. While both PubMix and private prediction variants involve linear mixing and public distributions,
they differ fundamentally in goal and technical design.

* Goal: Private prediction protects the privacy of an LLM’s fine-tuning data at inference time, one token prediction
at a time. In contrast, PUBMIX introduces domain-aware, sample-aware synthetic data generation from histograms,
with the goal of producing m privacy-protected samples whose distribution is as close as possible to the private data
distribution.

e Optimization: Private prediction methods (Flemings et al., 2024; Ginart et al., 2022) linearly mix private token
distributions with a fixed public distribution and optimize only the mixing coefficient to remain as close as possible to
the private distribution while satisfying privacy. PUBMIX instead mixes a private normalized histogram with a noise
distribution and jointly optimizes both the mixing weight 3 and the noise distribution P, s, to minimize the distance to
the private distribution. In this sense, PubMix generalizes the optimization step of private prediction by introducing an
additional optimization variable, which provides extra flexibility to improve the utility of the mixing step.

* Role of public data: In private prediction, the public distribution mainly serves as a source of noise. In PUBMIX,
public data is used more structurally: it informs the design of a domain-aware noise distribution. In other words,
using the public distribution as the noise distribution is only a special case of PUBMIX. Generally, the optimal noise
distribution drifts toward a floor-raised version of the public distribution. This distinction matters especially when
the public distribution is sparse (which is common in token distributions), since fixing it directly can force the mixed
distribution to be much closer to the public distribution than to the private ones, which degrades utility. PUBMIX
avoids this by jointly optimizing the noise distribution and mixing parameter.

While these differences exist between PUBMIX and private prediction methods, the extension of PUBMIX to general
discrete distributions beyond histograms (briefly discussed in App. G) can be applied on token distributions. In that sense,
PUBMIX can potentially serve as a drop-in privacy module for the linear mixing step in private prediction, provided it is
paired with an appropriate privacy accounting across generated tokens.

B. Proofs of Section 3

Lemma B.1. Let A = (Ay,..., Aq) be a probability mass function (PMF) on a finite set Q = {w1,...,wq}, and let
U = (Ui,...,Uy) denote the uniform distribution on ), i.e., U; = 1/d for all i. For any threshold t € [0,1/d], let
B = WF(A, t) denote the t-water-filled version of A as in Definition 4.2. Then, the total variation distance to the uniform
distribution does not increase under water-filling, i.e., | B — Ul|rv < ||A — U]

TV

Proof. Let A = (A4,...,Ay) be the original PMF, B = (By, ..., By) the water-filled PMF, and U = (U, ...,Uy) the
uniform distribution with U; = 1/d. We also denote by @ = (Q1, - . ., Qq) an arbitrary PMF for intermediate arguments.
For any PMF (@ on (2, the total variation distance to the uniform distribution U satisfies

1< 1 1
et =33 10— 31= 3 (a-). 1)

i Qi>1

(D5 (o)

i:A,i>%

Therefore, it suffices to show that

:B;>

al

Recall that B; = max{t, A; — 7}, where 7 is chosen such that 2?21 B; = 1. We first show that 7 > 0. Suppose, for the
sake of contradiction, that 7 < 0. Then A; — 7 > A; for all ¢, which implies B; > A; — 7 > A, for all i. Consequently,
Zle B; > Zle A; = 1, which contradicts the normalization condition Zle B; > 1. Hence, 7 > 0.
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Consider any index ¢ such that A; < é. Since ¢ < % and 7 > 0, we have

1
B; =max{t,A; — 7} < 7 (19)
Hence, no coordinate whose original mass is at most 1/d can exceed 1/d after water-filling.

Consider any index ¢ such that A; > é As A; >tand T >0,

Hence, any excess mass above 1/d is weakly reduced by the water-filling operation.

Combining the above observations, the set {i : B; > é} isasubsetof {i : 4; > é}, and for each such index, B; —é < Ai—%.
Summing over all indices yields

[B=Ullrv <[[A="Ullrv, 2h

which completes the proof. O

C. Proof of Theorem 4.1

In this section, we provide the proof of Theorem 4.1. First, we restate Theorem 4.1, and then provide the proof in the
following order.

¢ Rewrite the privacy constraint in (2) in terms of the privacy parameters ¢, §, required samples m, noise distribution
Pse, mixing coefficient 3, and a = Py, (i), b = P, (j), where i and j are the two distinct indices at which the
normalized histograms, Ppm, and P’ , of neighboring datasets Dy, and D;m, differ. Specifically, we show that the

pru>
privacy constraint simplifies to:

sup F.e (P®"‘||Q®"”) <4 (22)
a,b

where P and () are distributions given by P = |a + ﬂ, b—228 1—a—b| and Q =la, b, 1 —a—"bl], and

n n ’

E.-(+||-) is the E. divergence.

* We show that sup,, ;, E.- (P®™[|Q®™) is non-increasing in a and b for any given ¢, §,m, n, 3, Py, and characterize
the exact sup,, ;, Ee- (P®™||Q®™), which leads to Theorem 4.1.

Theorem 4.1 restated:[Feasible mixing weights 8] Fix e > 0, 6 € (0, 1), private dataset size n, and the required number of
synthetic samples m > 1. Let P,s. € A, be any noise distribution and define V,,;,, and N,,;,, to be the two smallest
elements of Py With Nyin, < Nynin,. Then, for every 8 > Bumin(Nming s Nmin, )» the m synthetic samples drawn from
P,y in (1) satisfy the DP constraint in (2), where Spmin (Nomin, ; Nmin, ) is given by the solution to 3 in:

max{hl (67 g,n,m, Nminl 5 Nming)v h2(ﬂ; g,n,m, Nmin1 P N’minz)} =0 (23)
where
- 1— g\mAn
hl(/87€7n7m7Nmin1)Nmin2) = AXL;O >\'/~L‘(m O /14)' (1 - ﬁ(Nm”h + Nmi’ﬂz) - n )
X uZm
1-8\" 1-B\"
l(ﬁNminl + TL) (BNmznz)'u - es (BNminz + TL) (6Nmin1)>\‘| (24)
+

where [x] = max{z, 0}, and ha (8, e, n, m, Nynin, , Nmin, ) 18 the same as hq (8, €, n, M, Noning s Nimin, ) With Ny, and
Ninin, swapped. Moreover, Bmin(Nmin s Nmin, ) 18 decreasing in Ny, and Npin, .
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Lemma C.1. For any fixed privacy parameters ¢ > 0 and § € (0,1), required number of synthetic samples m, and any
fixed noise distribution P,s. € Ay, the privacy constraint in (2) is simplified to:

sup Ee(PE™Q%™) = sup fla,b,e,8) <6 (25)
(a,b)EF(B,Pnse) (a,b)EF(B,Pnse)

where E.- (P®™||Q®™) denotes the hockey-stick divergence (E., divergence) between the product distributions P®™ and
Q®™ with P and Q denoting the three-point distributions P = [a + %, b— %, 1—a-— b} and @ =[a, b, 1 —a —b].

F(B, Pyse) is the feasible set of (a,b), and,
A I
<a+15) (b 1ﬂ> esa)‘b“] <d (26)
n n N

Proof: Consider the privacy constraint in (2): P(Dsyn € S) < e*P(Dy,,, € §) +6,¥S C X™, VDypy, D,,.,,, which is
equivalent to:

|
flabes)= Nu(mmA L (1 —a— A

A,u>0
Apum

Srrglg(}gl P(Dgy, € S) — eEIP(D;yn S) <6, VDppy, D;,m (27)
LetY = {y1,...,Ym} € X™ denote any generic candidate set of synthetic samples. Then, we can write the privacy
constraint in (27) as:
> H o (Uk) — € H n <8, VYDpry, Dy, (28)
Yexm Lk=1 +
where [z]+ = max{z, 0}. From the construction of Ps,,, in (1), we have,
Psyn (y) (1 - B) prv (y) + BPse (y) (29)
Pslyn (y) = (1 - ﬂ) 1; (y) + ﬂpnse(y) (30)
for any y € X where,
i P+, y=i
Ppro(y) = P;rv(y)_%7 y=7J (31)
Pl (), yF#i,]j

for some i, j € X. Since each y;, is sampled i.i.d. from Pi,,, (or P,

Syn) (28) can be written in terms of the £, divergence
between the product distributions P2 and P/&™.

syn syn
Ece (P?;Tnn”P;?;Ln) S ) VDPMM D/prv (32)
For product distributions, the likelihood ratio of any realization Y = (y1,...,¥m) is [[1—, P,”" Ey"g which depends only on
the number of times ¢ and j appear among the m samples, since PeunW) _ 1 for all i,7}. Therefore, E - (P&™ || P/®m
pp g p P () Y .7 syn syn
depends on P,,,, and P/ only through the probabilities assi ned to 7, 7, and the total remaining mass. With the notation
p y syn ONLY g p g J g
P (i)=a, P, (j) =b, Pen(i) =a+ =L and P,,,,(j) = b — ﬁ , we can equivalently write (32) as:
syn syn Y n Y q y
Ee (P®"”||Q®"”) <6, VDprv, Dy (33)

where P and () are three-point distributions given by P = , 1—a— b} and Q@ = [a, b, 1 —a — D],

corresponding to the probabilities of outcomes i, j, and the aggregate remalnder in Py, and P, syn, respectively. Moreover,
we can replace the VDWU, me term in (33) by the supremum over (a, b) for any given 3 and P, .. This gives the following
equivalent form of the privacy constraint in (33):

sup B (PO|Q¥™) <0 (34)
(a,b)EF(B,Pnse)

15



Optimal Domain-Aware Privacy Mechanisms for Synthetic Data Generation

(I3 LRI L]

The numbers of samples “2”, “;5”, or “anything other than %, ;7 (sampled i.i.d.) follow a multinomial distribution with
probabilities (a + %, b— %, 1 —a—1b)and (a,b,1 —a — b), respectively, for P®" and Q®™. This simplifies the
privacy constraint in (34) to:

m! \ 1- 6\ 1-8\" \
sup > o (1—a—pmAn (a+> (b— ) —eab| <5 (35)
(@DEF(BPuse)  yoZg MM =X —p)! n n .
A u<m

This completes the proof of Lemma C.1. B
Lemma C.2. For any fixed P,s. € Ag and B € [0,1], E.-(P®™||Q®™) is non-increasing in a and b.
Proof: First, we show that FE.(P®™[|Q®™) is non-increasing in a for any fixed b.  For this, de-
fine P, = |a+L b 1L 1—a—b} and Q, = [a, b, 1—a—1b], and similarly Poya =

[a+A+%7 b—%, 1—a—A—b} and Qu+n = [a+ A, b, 1 —a— A —1] for some small A > 0. Con-
sider the following stochastic channel 7', applied independently to each sample y, sampled from P, and Q,:

1’ y/:y’ yE{i,j},

! A [ T3 h tx
TW ly)=4T—a—p y' =i, y= "“other”, G6)
.y Y = other”, y="other".

where “other” denotes the combined event of all y # i, j. The output distributions T'P, and T'Q),, are given by:

(TP)(i) =a+ ;5 +A, 37)
1 —
PG =b- 7, G8)
(TP,)(“other”) =1—a—b— A, 39)
and

(TQa)(i) = a+ A, (40)
(TQa)(j) = b, (4D
(TQ.)(“other”) =1—a—b— A. (42)

These match P, A and Q44 A, respectively:
TP,=Pya and TQu = Quia. 43)

Since the channel T is applied to all m samples independently and identically, we have

Xm . RXm Xm XM . Xm KXm
T®™ : P2™ s PE'L and T : QE™ — Q2. (44)

By the data processing inequality for the hockey-stick divergence (Sason & Verdd, 2016), which states that £, (T P||TQ) <
E,(P||Q) for any stochastic channel T', we conclude that

Eee (PEANQETN) < Ees (PE™IQE™). (45)

This establishes that E.- (P®™||Q®™) is non-increasing in a. An analogous argument, with the channel 7" modified to
move mass from outcome “other” to outcome j instead of outcome 7, shows that F.- (P®™||Q®™) is also non-increasing in
b.
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From Lemma C.2, for fixed ¢, P, and 3, the maximum FE.- (P®m ||Q®m) is achieved at the smallest values of a and b,
denoted by @, and by, Recall that a = P!, (i) and b = P, (j) where,

syn syn\J
Plyn(y) = (1= B) P (y) + BPrse(y), Vye X (46)
Thus, the smallest a and b for fixed 8 and P, ;. are given by,
amin = BNmin, (47)
bovin =+ 4 BN, 48)
or in the reverse order:
Urnin = BNmin, (49)
Hrin =+ 4 BN, (50)

where Np,in, and Ny,;p, are the two smallest elements of P, .. This simplifies the privacy constraint in Lemma C.1 to:

max{ f(@min, bmin, € B)s [(@rins Vrnins €, 8)} < 0 (51)
Thus, for given €, 6, m and P, ., the optimum mixing parameter is given by,
ﬂmzn( nse) lnf {5 E [07 1] : maX{f(amina bmin7 8? 5)7 f( ;nzn) min? € ﬂ)} < (5} (52)

where we have ignored the dependency of 3 on €, and m since they are fixed for a given setting, and P, ;. is the only
variable that is yet to be optimized. Note that 5,,;, (Pyse) depends on P, . only though its two smallest elements. Thus, for
a given P, ., the minimum mixing coefficient is given by:

Brmin(Nminy » Nmin,) = inf {8 € [0,1] : max{ f(amin, bmin, €, B); f(@rpin: Upnin> €, B)} < 0} (53)
where
1_ ﬂ m—A—u
f(amznvbmznvg B Z /\' m )\ ,u) < - B(Nmznl + Nmzn2) - n )
A,pn>0
Apu<m
L-8\" . L-58\" A
BNminl + T (5Nmin2)u —€ BNmzng + T (ﬁNmznl) (54)
+
and
/ 1- B moATH
f( mlnabmznv a Z )\' ’ITL )\ ‘u) ( - B(Nminl + Nminz) - Tl)
A\,u>0
k+u<m
1-8\" 1-8\" \
<5Nmin2 + TL) (BNminl)u - 66 (/BNmznl + ?’L) (ﬁNmzng) (55)
+

Next, we show that f(@min, bmin, €, 8) and f(al,;,,b.... €, B) are decreasing in 3. Thus, for any P,,s. with a fixed Nyin,
and Nypin,, any 8 > B(Npmin, , Nimin, ) satisfies the privacy constraint in (2).

Lemma C.3. For any fixed Npin,, Niin, and € > 0, max{ f(amin, bmin, €, 8), f(@hins Obvins €, B) } is decreasing in S.
Proof: From the monotonicity of E.- (P®™||Q®™) in a and b established in the proof of Lemma C.2, for any fixed 3, ¢,
Niin, and Npin,, we have the privacy constraint in (2) simplified to:
sup - Eee (PG| PGT) = sup Ees(PE™|Q%™) = max{Ee (PE™[|Q™), Ees (PE™ Q™) } < 6
DyprosDlyrs (a,)EF (B, Nming »Neminy)
(56)
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where
1-— 1-—
P* = |:amin + J7 bmzn - J7 1-— Amin — bmzn:| (57)
n
Q* = [ami’ru bmina 1- Amin — bmzn] (58)
and
1-— 1-—
P# = |:a’;nzn + J? b;nm - Bﬂ 1- a‘;nin - b:nzn:| (59)
n n
Q# = [ Qmins b;nznﬂ — Qpin b;nzn] (60)
with apin = BNmings Omin = 1_6 + BNmin, and ar .. = 6Nmmz and by,,;, = — min,- WNote that
f(amina bmina 57 ﬁ) = Eea (P®m||Q®m) and f( mzn’ mzn? € ﬂ) ( ®mHQ®m) MOI'COVCI', Amin s a;nin’ bmina b;nzn
are functions of 3. Suppose for a given Np,in, ; Npin,» 5o satisfies:®
max{ f(amin(B0), bmin(80), €, B0), f (@hin(B0), Uinin (Bo), €, Bo) } < 6 (61)

In other words, the privacy constraint holds for all neighboring datasets at 5 = fy. For any 5 > [y, we can write:

ng"»ﬁ = (1 - B)pprv + ﬂPnse

1-8 1-5
= o Pnse 1-— Pnse
1— G, [( 50) D + Bo ] < 1_50)
=aPyn g, + (1 — ) Prse (62)
where o = % € [0,1] and Psyp g, = (1 — Bo) P, orv + BoPrse. Similarly, for any neighboring dataset:
s/yn,,B aPyn Bo + (1 —a) PTLSE' (63)
That s, both Psyp, g and P, 5 are obtained by applying the same stochastic channel T"to Psyn g, and Py, Bo respectively,

where T takes the synthetic distribution as input and outputs a sample from the synthetic distribution with mixing parameter
By with probability « and a sample from P, ;. with probability 1 — «. Since T is applied independently to each of the m
samples, by the data processing inequality for the hockey-stick divergence:

Eee (P sl Pagis) < Eee (P 5, |1 Pgis,) (64)

Since (64) holds for every neighboring pair (D, me) and the channel 7" does not depend on the choice of neighboring
pair, we can take the supremum over all neighboring pairs on both sides:

sup  Ee (PO [|PioTs) < sup  Eee(PSY 5 |[PLT ) < 6. (65)
DP7‘U7 ;)7"1) prvu ;;)'rv
where the last inequality follows from the fact that privacy is guaranteed at 3 = [(y. From the monotonicity of

E.«(P®™||Q®™) in a and b established in (45), the supremum over all neighboring pairs at any fixed /3 is achieved
at (Amin, bmin) o1 (@l bl . ) for a given P, .. Therefore,

max{ f(amin(B3), bmin(B), €, B), f(a mzn(ﬁ) b;nzn( B),e,B)} < max{f(amin(Bo), bmin(Bo), €, Bo), f(a;nm(ﬁo), b;'nin(ﬁo)a g, Bo)}

<9, (66)
establishing that max{ f(@min, bmin, € B), f(@hins Vonins €, 8) } is decreasing in 5. W

man’?

With Lemma C.3 and the characterization of Bin(Nming, Nmin,) in (53), we claim that for any fixed
Niings Nmin, and e, any S > B(Npmin,, Nmin,) satisfies the privacy constraint in (2). To sim-
plify the process of computing Bin(Nmin, s Nmin,) for given Npin,, Npin, from (53), we next show that
max{ f(amin(8), bmin(B),€, B), f(ah,in(B), b ,:m(B), €, 5)} is continuous in 5 (see Lemma C.4). Then, together with

the fact that max{f(amin(3), bmin(8):€, B), f(ahin(B), b in(B),€,8)} is decreasing in S (Lemma C.3), we find
Bmin(Nminy » Nmin,) for any given Nyyin, ; Nynin, by solving:

max{f(amln(ﬁ)vbmln(ﬁ) & 5) f( mzn(ﬁ)’b;nln(ﬁ)vsvﬁ)} =0 (67)

8Since amin, Almyins Dmins Dmgn are functions of 8, we make it explicit by writing f(@min, bmin, €, 8) = f(amin(B), bmin(B), €, B)

and f(a,min>blmin>5>ﬂ) = f(a;nzn(:@)7b,mzn(ﬁ)757 ﬁ)
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Lemma C.4. For any fixed Nypin, , Nimin, and €, max{ f(amin(8), bmin(8),€, 8), f(al,:n(B), b ,:n(B), €, B)} is continu-
ous in (.

Proof: Consider:

n

m) 1 —B m—A—p

A,pn=>0
A+pum

A M
1— 1—
[(ﬁNminl + n6> (BNmzng)'u - es (ﬁNminz + nﬁ) (ﬁNmznl)A] (68)
+
Each term in the summation is indexed by a fixed (A, u) with A, x > 0 and A + p < m, and takes the form
9ru(B) (B [r(B) a2(B)" — € r2(B) an (B)*] (69)

m!
CAMpl(m — X — )

where ¢(8) = 1 — B(Nmin, + Nmin,) — %7 7(B) = BNmin,, and ri(B) = BNmin; + % Each of ¢(3), ¢i(83), and
7;(/3) is continuous in 3 on [0, 1], and therefore h(3) £ r1(8)*q2(B)* — € r2(B) q1(B)" is also continuous in 3. Since
the function = — [z]+ = max{0, z} is continuous, the composition [A(/3)] is continuous. It follows that each gy ,(53) is a
product of continuous functions and hence continuous. Since the summation is over a finite set of (), 1) pairs that does not
depend on g, the function

F@min(B), bmin(B),6,8) = > gau(B) (70)

A,u>0
A+p<m

is a finite sum of continuous functions, and is therefore continuous in 8. Similarly, f(al,;.(8),0....(8),¢, B) is also
continuous in 8. Thus, the maximum of the two functions is also continuous in 5. W

Lemma C.5. 5,50 (Nming s Nimin, ) as defined in (53) is non-increasing in both Nopyipn, and Npyin,.

Proof: Recall the two worst-case pairs:
(amina bmzn) = (ﬁNminla % + 5Nmzn2) y (71)

(a{m'ivm ;nm) = (ﬁNminQ; % + /BNmiTM) . (72)

, , . .. . .
All @in, Dmins Qhins Dnin, are linear and non-decreasing in Ny, and Nyip, as 8 € [0,1]. Since f(a,b, e, 8) is non-

increasing in a and b (Lemma C.2), it follows that for any fixed 83, f(@min, bmin, €, 8) and f(al ..., V., €, 5) are each
non-increasing in Ny, and N,,;,,. Therefore their maximum,

9(B, Niminy s Nming) = max { f(amin, bmin, €, 3), f(a;nirw blmmv ,0)}, (73)
is also non-increasing in Ny, and Np,p, for any fixed S.

Now fix any Npin, < N/

ming

(the argument for N,,,;y, is identical). Let 8* = Brmin(Nming s Nmin, ) in (53), so that by

definition:
9(B*, Nminy s Nmin,) < 6. (74)
Since g is non-increasing in Ny ip, :
9B, Nninys Niminy) < 9(8%, Niminy» Niny) <6, (75)
Therefore, 8* is in the feasible range in (53):
B* e {B€0,1]: g(B, Npin, s Niminz) < 0} (76)
Since Bimin(Nppin, » Nmin,) is the infimum over all feasible 3
Brmin(Nping s Nminy) < B = Bmin(Nminy s Nmin, )- (77)

Hence Brin(Nmin, , Nmin, ) is non-increasing in Ny, ;,, , and by the same argument, in N, ;,,,. B

This completes the proof of Theorem 4.1.
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D. Details from Section 4
D.1. Proof of Asymptotic Optimality

The optimization in (10) replaces Bmin(Nmin,s NVmin,) by the more conservative quantity SBmin(Nmin, y NVmin, )- Since
Nminy 2 Nmin, and Bmin is non-increasing in its arguments (Lemma C.5), this yields an upper bound on the original
objective. Moreover, the simplex constraint N, + (d — 1) Nypin, < 1 implies:

1
0 S Nming - Nmin1 S ﬁ (78)
Lemma D.1. For any fixed Np,ipn, € [0,1/d), Bmin(Nmin, » Nmin, ) is continuous in Ny,ip,.,. Consequently,
sup |6min(Nmin1 ) Nminz) - Bmin(Nminl ) Nmin1)| — O as d — 0Q. (79)

Phse€Ag
Moreover, the optimal value of the upper-bound problem in (10) converges to the optimal value of the original problem. Any

optimizer of the upper-bound problem is therefore asymptotically optimal for the original problem.

Proof. Assume that Suin(Niming , Nimin, ) 18 continuous in N,,,;,,. The proof is provided at the end.

Let N1 (Pase) := Nmin, and Na(Phse) := Npin,, where N1 (Prge) < Na(Pyse) are the two smallest coordinates of Pge.
Define

\I/(Pnse) = max TV(Pprw Pnse)- (80)

Ppry GB’YvT:’pub

After optimizing over 3, the objective in the left-hand side of (10) can be written as

Fd(Pnse) = 5min(N1 (Pnse)7 NQ(Pnse))\IJ(Pnse)a (81)

while the upper-bound objective in the right-hand side of (10) is

ﬁd(Pnse) = 5min(N1 (Pnse)7 Nl(Pnse))\Ij(Pnse)~ (82)

Since No(Pose) > N1(Pyse), and since S, is non-increasing in each of its arguments, we have

Bunin (N1 (Pase)s N2(Pase)) < Buin (N1 (Pase), N1(Pase))- 83)
Therefore,
Fd(Pnsc) S ﬁd(Pnsc) VPHSC c Ad' (84)
Thus,
— < ~ v
Va: Pu:enefAd Fy(Pnse) < PnslerlefAd Fy(Puse) =: Va, (85)

so the right-hand side of (10) is indeed an upper bound on the original objective.

Next, we bound the gap between the two objectives. For any Ppee € Ag,
0 < Fu(Pase) = Fa(Pase) = [Bunin (N1 (Pase), N1 (Pase)) = Bunin (N1 (Pase), N2 (Prse))] ¥ (Pase)- (86)
Since total variation distance is at most 1, we have
0 < U(Puse) < 1. (87)
Hence,

0 S ﬁd(Pnse) - Fd(Pnse) S ﬁmin(Nl(Pnse); Nl(Pnse)) - Bmin(Nl(Pnse)7 N2(Pnse))- (88)
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We now use the simplex constraint. Since P,s. € Ay, its coordinates sum to one. Because /N7 and Ny are the smallest and
second-smallest coordinates, all coordinates except the smallest one are at least N. Therefore, for any P,,s. € Ay,

d
1= Pasel(i) > Ny + (d — 1)Ns. (89)
i=1
Thus,
1-M
Ny < .
2 < —— (90)
Since N, > N, we obtain
1-MN 1—dN; 1
<Ny —N; < - = < . 1
0= N2 =M<y Td-1 T d- e
Therefore,
1
0<Nyg—N; < —— 92
<N, 1S 277 92)
Assume that Byin (21, 22) is uniformly continuous in its second argument over the feasible region
Ag={(21,22) 1 0< 21 < 29, 21+ (d = 1)z < 1} (93)
Then, since
1
|N2(Pnse) - Nl(Pnse)l S df; VPnse S Acl (94)
we have
sup |5min(N1(Pnsc)7 N2(Pnsc)) - ﬂmin(Nl (Pnsc)v Nl (Pnsc))| — 0 (95)
Phse€Aq
as d — oo. Consequently,
sup | Fy(Pase) — Fy(Pase)| — 0. (96)
Ppse €A
It remains to show convergence of the optimal values. Since Fy(Pyse) < ﬁd(PnSC) pointwise, we have
Vi < ‘7(1. o)
Let P} € argminp, e, Fa(Pnse). Then
S ~ < B ph.
Va= inf, Fa(Pusc) < Fa(Py) (98)
Therefore,
Vd S Fd(Pg)‘f' sup ﬁd(Pnse) _Fd(Pnse) . (99)
Pnse eAd
Since Fyy(P}) = Vg, we get
0< ‘7(1 -V < sup ﬁd(Pnse) - Fd(Pnse) . (100)
P €Aq
Taking d — oo, the right-hand side converges to zero. Hence,
Vg — Vg — 0. (101)
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Thus, the upper-bound problem in (10) has the same asymptotic optimal value as the original problem. Moreover, if

Fj € arg min Fo(Pace), (102)
then
Fy(P}) < F4(P}) = V. (103)
Therefore,
0< Fy(P}) = Vg < Vqg—Vy—0. (104)

Hence, any optimizer of the upper-bound problem is asymptotically optimal for the original problem.
Now, the only remaining component of the proof is the continuity of S,in (Nmin, s Nming ) 0 Nppin, -
Continuity of Suin(Nmin, ; Vmin, ) i0 Niin,-

Fix e > 0, 0 € (0, 1), the private dataset size n, the number of released samples m, and Ny, . For notational simplicity,
write

Z1 = Nminla Z2 = Nming' (105)

Recall from Theorem 4.1 that Spin (21, 22) is defined as
Bmin(z1,22) = inf {B € [0,1] : G(B, 21, 22) = 0}, (106)
where
G(B, z1,22) := max {hi(B,e,n,m, 21, 232), ha(B,e,n,m, 21,22)} . (107)

Here h, and hs are the two worst-case privacy expressions from Theorem 4.1.

We first observe that G is continuous in ([, 21, z2). Indeed, hq is a finite sum of terms of the form

] (S CRER 1;5)771 Kﬂ at 1;5) By (324 1_nﬁ> ”Z”A]

+
(108)

Each factor inside the summation is continuous in (3, z1, 22), and the map = — [z]+ = max{x, 0} is continuous. Therefore
hq is continuous. The same argument applies to ho, and since the maximum of two continuous functions is continuous, G is
continuous.

Now fix z1, and consider zo — Bmin (21, 22). Let

P (109)
We show that
Bunin (21, 28") = Bunin (21, 22). (110)
Let
B* := Bmin(21, 22)- (111)
Then, we have,
G(B*,z1,22) =0, (112)
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Claim D.2. Forevery n > 0,
G(B* -, 21, 22) > (5, G(/B* +n, 21, 2’2) < 0.
Equivalently, the privacy curve crosses the level § at 8*, rather than remaining flat at 6.

The proof of Claim D.2 is given at the end. Using Claim D.2, we prove upper and lower semicontinuity.

First, fix any 7 > 0. By Claim D.2,
G(B* +1,21,2) <0.
Since G is continuous in zo, for all sufficiently large &,
G(B* +n, =1, zék)) < 0.
Therefore,
Buuin(21,287) < B* +1
for all sufficiently large k. Taking the limsup gives

lim sup Bmin (21, zgk)) < B+

k—o0

Since 1 > 0 was arbitrary,

lim sup Bumin (21, Zék)) <p~

k—o0
Next, again fix any > 0. By Claim D.2,
G(B* —n,z1,22) > 0.
By continuity of GG in zo, for all sufficiently large &,
G(B" —n,21,28") > 6.
Thus 8* — 7 is not feasible for the problem defining Sin (21, zék)). Since G is non-increasing in 3, no value
B<p"—n

is feasible either. Therefore, i
ﬂmin(zhzé )) Z B* -1

for all sufficiently large k. Taking the liminf gives
. . (k) .
lim inf Buin (21,25 ) > B 7.
k—o0

Since i > 0 was arbitrary,

lim inf Bin (21, zék)) > [*.
k— o0
Combining the two inequalities,
lim sup Bmin (21, Zék)) < B* < liminf ﬂmin(zl,zék)).
k—o00 k—o00

Hence, i
Bunin (21, 25”) = B* = Bunin(21, 22)-

Therefore, Smin (Nmin, s Nmin, ) 1S continuous in Nyin, -
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Proof of Claim D.2

Proof. The first inequality in (113) is straightforward from the definition of 8*. For the second inequality, we show that for
every 7 > O such that 5* + 7 < 1,

G(B* +m, 21, 22) < 6.
Let 5y := * and B := * + 0. Since n > 0, we have ;1 > . Define o := tg; Then 0 < a < 1. Now consider any
neighboring pair of private histograms Pprv and pérv. For a fixed noise distribution P, 4., define

Psyn,ﬁ = (1 - /B)Pprv + ﬁpnsea

and -
s/yn,ﬁ = (1 - ﬁ)PII)rv + 5Pnse~

Then
Poyn,py, = aPsyn g, + (1 — )Py,
and similarly

/

PSthBl = s/yn,,BU + (1 - a)Pnse-

For compactness, write
Py = Psyn,ﬁgv QO = Ps/yn.ﬂov R = Pyge.
Then
Py :=Pynp, =aFPy+ (1 - )R,

and
Ql s Pslyn,ﬂl = OéQo + (1 — Oé)R
We now compare the m-fold product distributions. Since

PP™ = (aPy + (1 — a)R)®™,

we can expand’
PP =" alfl(1 - a)"WIPPS @ RES".
SC[m]
Similarly,
QP =Y a1 - ¥ @ RS
SC[m]

Using convexity of the hockey-stick divergence in the pair of distributions, we obtain

EL(PEMIQF™) < Y ol — o) IR, (P8 @ RS
SClm]

Q¥ @ R®SC) .

Since the same distribution R®5" appears under both hypotheses on the coordinates in S¢, those coordinates contain no
information for distinguishing the two distributions. By data processing, or equivalently by marginalizing out the coordinates
in S¢,
s 5¢ s 5¢ alsl|| H®ISs
E, (P95 @ B\ Q§% 0 R*) = B, (P71 Q1)

"Sampling one coordinate from P is equivalent to first drawing a Bernoulli variable with success probability c.. With probability
a, the coordinate is sampled from Py, and with probability 1 — «, it is sampled from R. For m independent samples, let S C [m)]
denote the set of coordinates sampled from FPy. Then the coordinates in S are sampled from R. The probability of this choice of S is
a!51(1 — @)™~ 15! and the corresponding product distribution is PE% ® R®* °. Summing over all subsets S C [mn] gives the stated
expansion.
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Therefore,

Ey(PEMQF™) < Y olfl(1 — )8R, (iD[?leQ(Q)@\S\) .

5C[m]

Grouping subsets by cardinality s =

m

B (PE™QE™) <2( ) (1— )" B, (PF*[|Q5").

For s = 0, the two distributions are identical, so
®0(|HR0Y __
E,(Py1Qy7) =0

For every 1 < s < m, marginalizing an m-sample observation down to its first s coordinates is a stochastic channel. Hence,
by data processing,
® ® ® ®
EL(FyllQp°) < Ex(Fy™1Q5™).

Thus,
B TIQE <3 (7)ot = rmas™)
Since .
Z (m>o¢s(1 —a)" P =1-(1-a)",
s=1 §
we get

E (PE™QF™) < (1= (1 —a)™) By (B&™1QF™).
Now ~ = e®. Therefore,

e (v

syn,31

prem )S(l—(l—a) )E (P®m

syn, 31 syn,Bo

/Qm
P5y11»50) ’

This inequality holds for every neighboring pair (D, D Taking the supremum over neighboring pairs gives

prv)
G(Br,21,22) < (1= (1 —a)™) G(Bo, 21, 22).
Using 5y = * and G(8*, z1, 22) = § we obtain,

G +n,21,22) < (1= (1—a)™)6.

Since 0 < a < 1wehave 0 <1 — (1 — )™ < 1form > 1and « > 0. Hence,

G(B* + 7752172:2) < J.

If o« = 0, then 51 = 1, and
PSwaBl = slyn,ﬁl = Pﬂse'

Therefore,
G(l,Zl,ZQ) =0<é.

Thus, in all cases,
G(B*+n,21,22) <0
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D.2. Complete Statement of Theorem 4.4

Theorem 4.4 restated Let v € (0, 1] be a constant and let Ppub € Ay be a public distribution with the indices arranged as

P;Ei]b < Pﬁ]b <...< p}g‘i]b. Fix the privacy parameters e > 0, § € (0, 1) and the required number of synthetic samples
m > 1. Then,

i i TV(Pyrs, Psyn) = mi in(t1,t1)®1( in(ta, t2)Pa(t 121
PnrsrilenAd Bren[%)r,ll] Ppr'urerlBa:Y},(P . V( pros syn) min {5mzn( 1, 1) 1( 1)7Bmzn( 2y 2) 2( 2)} ( )
B2>Bmin(Nming »Nming) P

and the corresponding optimum P, and 3* are given by,

N {MIFR( Poup, t1), i Brin(t1,t1)P1(t1) < Bmin(t2, t2)Pa(t2) (122)

"¢ | WE(Ppups t2), if Bmin(t1,t1)P1(t1) > Bmin(t2, t2)P2(t2)
B* = Bmin(Nyins Noin) (123)

where N . is the minimum probability mass of P} .. The parameters ¢; and ¢ are given by,
t; = arg 1{2% 6’min (ta t)(I)l (t) (124)
to = arg {Ielgzl Bmin (t,t) P2 (t) (125)
Ty ={te0,1/d: > P, >~ (126)
@ 7;£ilePI£Z]IFR(Ppub,t)
Ty ={te0,1/d): > P < (127)
i PZ[Jﬂb—P\[)zI]F(P wbot)
with Pﬁ]IFR( Prunit)’ P\[}QF (Pous t)’ and P;[m]b denoting the ith element of MIFR(Ppup, ), WF(Ppup, t), and Py, respectively.

o) = [+ > -~ (128)
iPll <t
ki+u ki+u ki+u
_ . [7] [Z] [7]
¢2 <t) - tkt + lﬁug}ia—xl—kt i ,y B Z PPUb Z P pubﬂ»‘| ’ . Z PWF(PPUbwt) (129)
i=ks+1 + i=ks+1

where k; = Zle 1 (P, <} with 1, denoting the identity function.

D.3. Interpretation of Theorem 4.4:

To analyze the minmax TV distance in (3), we split it into two cases.

min min max TV(P,,», Psyn) = min{ min min P, 130
Prsc€Ag Bel0,1] PpN;GB%p , ( prus syrb) {PMEGS f( née) Proc€AL\S f( nse)} ( )
ﬁZszin(Nn’uinl 7N7n71n1) i
f(Pnsc)

where S = {P € Ay : ), Pl <pli P;Eub

> ~}, with Pt [i] denoting the ith element of P in the same order as Ppub. To
interpret the two regimes for P, ;. in (130), consider the simplified version of the LHS of (130) in (5). For a fixed P, s,
the inner max chooses the worst-case Pprv € BW Pyus (i.e., farthest from P,,,.). If P,s. € S, this worst-case Ppm lies on
the same line through P,,;, and P, giving TV(Pnse, Ppub) -+ ~ for the inner max (Fig. 6: blue). If P, € Ay \ S, the
worst-case Ppm is off that line, so the inner maximum is strictly smaller than TV (P, Ppub) + ~ (Fig. 6: red). These
two cases require different analyses, so we treat them separately and obtain the overall minimizer P, . This results in the

two-case structure in (12)—(13) and the corresponding pairs of variables in Theorem 4.4.
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worst

Pprv

Figure 6. The two cases in Theorem 4.4 corresponds to two sets of potential noise distributions: 1) gives a worst-case Py, in (3) that is
on the same line as Py s and Ppy5, 2) Not on same line.

The Key insight from Theorem 4.4 is that the optimal noise distribution P, is always a floor-raised version of Ppup, where
both MIFR (P,up,t1) and WF (Ppyp, t2) raise small elements to their respective thresholds and redistribute probability mass
from larger elements. This design balances two objectives: since Py, and P, come from the same domain with typically

small TV(Ppub, Pp,.v), choosing P, . close to Ppub is beneficial. However, many elements in Ppub can be small (even

zero), which would add minimal noise to corresponding P;Ei-v elements and require a larger mixing weight 5 to maintain

privacy, pushing Pk, too close to Ppub (not to Ppm). The optimal P}, resolves this tradeoff by remaining close to P,

while floor-raising smaller probabilities to guarantee a sufficient p = min; P,Eis]e, which allows a smaller mixing weight 3
and yields a P, that is closer to Pp,.,.

E. Proof of Theorem 4.4

Theorem 4.4 restated: Let v € (0, 1] be a constant and let Ppub € A, be a public distribution with the indices arranged as

P;E:L]b < P;Ei]b <...< Plg‘gb. Fix the privacy parameters € > 0, § € (0, 1) and the required number of synthetic samples
m > 1. Then,
min min max TV (Pyrv, Peyn) = min { Bomin (t1,11)P1(t1), Bmin (ta, t2)Pa(t 131
pin S PompX (Bpros Psyn) {Bmin(t1,11)P1(t1), Bmin (t2, t2)P2(t2)} (131
B>Bmin(Nming »Nming ) np

and the corresponding optimum P

e and S* are given by,

. _ MIFR(Pyup, t1), if Bumin(t1,t1)®1(t1) < Bmin (t2, t2)P2(t2) (132)
"¢ | WR(Ppus, t2), if Bin(t1,t1)P1(t1) > Bmin(t2, t2)Pa(t2)
ﬁ* = /Bmin(t*a t*) (133)
where t* = min; P:{Qe where P:{Be] denotes the ¢th element of P . The parameters ¢; and ¢y are given by,
t, = arg?el%l Bmin (t, t)P1(t (134)
tz = arg min Buin (1, 1)@ (1) (135)
Ty ={te[0,1/d: Pl >4} (136)
i _lgﬂbSPlE;]IFR,(Ppub,t)
Ty, ={t€[0,1/d]: > Pl <4} (137)
i:pll <pld

Pub=""WF(Pp,p,t)
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with PI%FR(PPW i P\EgF(qubb,t)’ and ]5[ i , denoting the ith element of MIFR(P, by ), WF(P, ub, t), and Ppub, respectively.

oty = v+ > (t-Pl) (138)
Pl <t
k(t)+u k(t)+u k() +u
(1) = th(t) + 1<u<rgii¥—k(t) min Z p“b Z WF(PPub7 ) Z WF(Pp b>t) (139)
=t= i=k(t)+1 L i=k()+1

where k(t) = Z?:l Lipli <y with 1. denoting the identity function.
pub—

Proof: The proof of Theorem 4.4 is structured as follows. The optimization problem we solve is:

min min max TV(P 1—8)P,., + 8P
Ppse€Ag B8€[0,1] PprvEB,yP \ ( Prva( 6) pro ﬁ nse)
B>Bmin(Nming sNming ) P
= min min max TV(P,,,, P, 140
Ppse€lq B€[0,1] Pprv€B, 5 bﬁ (pm’ nse)  (140)
B>Bmin(Nming »Nming ) P

e First, we fix P,s and 3, and consider the inner-most optimization by characterizing the P;m that maximizes the
objective. In this stage, we identify two sets of Py, 5. 1) P,se € S that results in P;m that lie on the same straight line
connecting Py, and Py, with exactly y-TV distance from Ppub, ie., TV(PPM, Prse) =7+ TV(Prse, P »), and
2) Pyse ¢ S that results in P that does not lie on the same straight line connecting Ppub and P, ;.. These two cases

prv
are analyzed separately.

e Case 1, where the optimization problem is solved considering only P, s, € S results in P

o = MIFR(Pyup, t), where
the optimal threshold ¢ is obtained by a 1D search at the end.

* In case 2, the maximizing P;m lies at a TV distance strictly smaller than v + TV (P, s, Ppub) from P, .. In this case,
the main step is to characterize the exact TV( P P, s¢) (solution to inner-most optimization for given P, and 3).
Then, we show that P}, = WF(P,;, t) minimizes the objective (Lemma E.2).

nse

* In both cases, the optimal S is obtained by Theorem 4.1.

* Finally, for a given Ppub and -y, we compute the optimal parameters of case 1 and case 2, and select the (P}, *) pair
corresponding to the case that results in the overall minimum objective value.

First, we consider the inner most optimization considering any fixed (feasible) P, and 5. Any Pprv € B,Y_’ Py, CAN be
written as Ppm = }mb + U where U € A with:

pub’

d
A={U: U1 <2y, Y U;=0, —Pl

i=1

vi} (141)

as TV(Pyup, Ppro) = % Zle |U;| < ~. Without loss of generality, for given distributions P, and P, assume that
P, — Pl < PP — PRl <. Pl — Pl <o< P - P < < PIY — Pl for some k < d. Then.®

8% = d is the special case where Ppse = Ppus.
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d
P p B Z
max TV Uy 1-— P v + Pnse = max = [Z] _ z]e 142
pprves%ﬁpub ( g ( 5) P /B ) pprveBw.f) 2 i=1 ( )
b plil _ pli
- Ii}leai\( Z | Ppub Pnse| (143)

_ ] [d]
711}1622\( 7Z|U +Pp2b7 n9€|+ Z |U +Pp;b7 nl€e|
1=k+1

(144)

To maximize (144), we seek U € A that pushes each term |U; + Png - Pnse| as large as possible. Since P[ ] — P#S]e <0
fori € {1,...,k}, choosing U; < 0 increases |U; + P ub P,fs]e since P[ ] PJZS]E > 0 for: € {k +1,...,d},

choosing U; > 0 increases |U; + PIEZ](, - P[Zs]e|. Subject to Zi:l U; = 0, the maximum is achieved by saturating the

[U]l1 < 2v constraint with equality. However, the per-coordinate constraints —Pﬁlb <U; <1- P;Eﬂb may prevent
this saturation from being simultaneously achievable with the sign conditions U; < 0 fori € {1,...,k} and U; > 0 for
i€ {k+1,...,d}. We analyze these two cases:

1. v < ZZ 1 P[ ] : This is the case where ||U||; < 2+ is achieved with equality while satisfying the sign conditions.

This case ultlmately leads to P,sc € S in App. D.3, where P, 5., Ppub and worst-case Ppm are on the same straight
line on the simplex.9

2.y > ZZ 1 pub This is the case where it is impossible to achieve equality in ||U||; < 2 while also satisfying the
sign conditions. This leads to the P,s. € Ay \ S case in App. D.3.

All P,s. € Ay can be divided into two categories: case 1 above consists of P,,s. distributions that satisfy:

P, > (145)
i:pl < plil

pub =

for the given Ppub. We call this set of P, distributions S. Similarly, case 2 consists of P, distributions that satisfy:

Py <7 (146)
Pl <Pl

pub
We consider case 1 and case 2 separately, obtain the optimum P, s, within sets S and A, \ S separately, and then select the
best out of the two, to get the optimum P . This is explained in App. D.3. Next, we begin the analysis of case 1.

nse-*

Case 1: First, we establish the solution to (144) for P,,s. € S.

Lemma E.1. For any fixed Ppub € Ag, v >0, and Pyse € S, the optimal solution to (144) is given by any U satisfying the
following properties:

1. U <0ifi<kandU; > 0ifi >k

k d
2.3 Ui=—vand Zz’:k-H U=~y = |Upi=2v
and the resulting maximum TV distance is given by,

_ max TV(Pprva (1 - B)F)prv + Bpnse) = B (7 + TV( pub) Pnse)) (147)
Ppro€By B,

To ensure that there exists a U simultaneously satisfying Z Ui =0, ||UH1 = 2~ and the sign conditions at the same time, we
need both v < Z ub and v < Zz e (1 qub) Note that v < Z ub automatically implies and y < ZZ e (1 P;ub)
for any k < d.
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Proof: Consider the optimization in (144):

d
P D B plil [i]
B TV By (1= 80Py 4 8Pa) = gy 5 D10+ Bl = PAL (149
<max D Z U;| + Z | — plil | (149)
~ UecA 2 pub nse
< B (’Y""TV(PpubyPnse)) (150)
Now consider any U € A satisfying properties 1 and 2 above. Then, we have,
_ _ B A
TV By, (L= )Py + BPrsc) = 5 31U + Fpuy — PLL| (1)
3 k
=52 |Ui+ Py — PiL| + Z Ui+ Py, — P (152)
i=1 i=k-+1
3 k d_ 4
5 ( Z _Pr[Lzse > (7—"_ Z |P;[)ﬂb _P'r[ile|> (153)
=1 i=k+1
:ﬂ('y ( pub; nse)) (154)
Note that the conditions in 1 and 2 are feasible (satisfies ,p[] <U; <1- b, Vi) since v < Zl 1 nggb <

Z fpr (1= Pz[m]b) in case 1 for any k < d. It can be directly verified that when k = d, Wthh only occurs when Py,sc = Py,
also achieves (150). This completes the proof of Lemma E.1, since the upper bound in (150) is achieved with equality by
the U vectors satisfying the two properties stated in Lemma E.1. B

By applying Lemma E.1 to the complete optimization in the RHS of (140) (for case 1), we get,

min min max TV (P, (1 — B)Ppry + BPrse)
_ pros pro nse
Prsc€la | Bel0,1] Ppro€B, b,
2115[7’] <P[i] Ppuh>'y BZB‘mtn(Nm,inl7N'm,1',nl)
T pub—="7ms
- b mienA ﬁgl[g)nl] B (v + TV (Ppup, Prse)) (155)
nse d 5
Zizp[i]ﬁ&[jl P;[m]b>“/ B2Bmin(Nming s Nminy )
pub=" "¢

For any given P,,., TV (P, oub, Prse) is fixed and (155) is increasing in 5. Thus we select Brin(Nmin, , Nmin, ) from
Theorem 4.1 as the optimum [, which results in:

min min max TV 1—B)Py + P,
Prse€Ag - Belo,1] pp”’EB’%Ppub ( p””( B) prv 6 nse)
Zi:PI[yﬂ,bSPlf] Ppub v BZBmin(Nming Nming)
= min 6mzn( mznlaNmin1) (’7 + TV( pubs nse)) (156)
Prse€Aq

S ooplil <rlil, P2

= min min in(t,t + TV P, 157
o<t <% Poc€Ay 5mzn( ) ) ( ( pub; nse)) ( )

ming =t

(i)
Lol o plil Prup27
pub—=""mse

2

Since Bmin(t, t) is fixed for a given ¢, (157) simplifies to:
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min min max TV (Ppry, (1 = B)Pproy + BPrse)
Ppsc€0a Bef0,1] Porv€B, 5, pro P
Zi:Pl[,ﬂbSPJL@e P[[)lib Z’y ﬂZBnLin(N'minl ;N7nin2)
= min  Bpin(t,t) min (’erTV( pub7Pnse)) (158)
0<t<% Ppse€Aq
Nm,inl =t
> Pl >y

awplil <Pl Tpub

=min Buin(t0) [ 7+ D (t— Pyyy) (159)
1
Pl <t

The last equality is explained as follows. Since N,,;,, = t we need all the elements of P, ;. to be larger than or equal to ¢.
This means:

TV(BPpub, Pase) > > (t— P (160)

Pl <t
pub S

Note that one optimum P,. that achieves this lower bound on TV( pub,Pnse) w1th equality while satisfying
Zi-P“] <plil, ngb > vis Pr,, = MIFR(Ppub, t), as it maximizes Z

mizes the LHS of >,

P[] —plil_ pub (consequently, MIFR maxi-

P[ i <plil, P [Jb > ) for any fixed ¢, with no increase in TV( pub Pnse). However, note that

Zi: Pl <plil, PIEJb > ~ could be infeasible for certain (Ppub, 7, t) tuples for any choice of P, .. For a given Ppub and 7,

T} denotes the set of feasible values for ¢, i.e.,

1 =i
T, ={te [07 d] : 3 Pl >4} (161)
il <MIFRU (Pyus.t)

where MIFRM( Pyup, t) indicates the ith element of MIFR(P,,y, t). This concludes the first case.

Case 2: Now, consider case 2 where v > Zle p}gﬂb. Consider the inner optimization in (144) for any fixed (feasible) P, s,

and S.
ﬂ d
ax  TV(Pyry, (1= )Py + BPrse) = ax =S |Pli —pl 162
PpmngfPMb (Ppro, ( B) P, BPrse) PprvIélB»yXPpub 9 ; pru el (162)
= 5 Pl — Pl 163
max Zl + Pfl,| (163)

d
= max *Z|U +Ppﬂb—P,[fs]e|+§ Z |Uz+p1£jb_ nse'

UcA .
i=k+1
(164)
This analysis is done in two steps:
1. The maximum gain from the first term is achieved when U; = —Pzgﬂb fori =1,...,k. Since Ele U; = 0, the mass
- Zf P [Z]b must be included in {Ug41, ..., Us}, which contributes to the gain from the second term. Note that

""Note that MIFR(P, »ub,t) obtains Ppsc by raising the minimum amount of probability mass from P, to satisfy Nyin, =
t. Thus, the probablhty mass reduced from the larger Pp[ﬁb probabilities is also minimal. This is why MIFR(P,.,t) maximizes

Zirpl[ﬂbéﬂ[f] Ppub among all possible Py, that satisfy Ny,in, = t.
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this is feasible since Z Ppﬂb < ZZ e (1 — Pzgﬂb) for any k < d. The total gain to TV(Pp,, Ppsc) from this

selection of U;’s (in addition to TV (Pyyup, Pse)) is Zf 1 ngb

2. Next, we need to find optimum {U1, ..., Uz}, which already includes a mass of Zle P;ﬂb. Since U;, ¢ < k are
already saturated and Zle U; = 0, any +mass (except for the Zle Pﬂb fromstep 1) forU;ini =k +1,...,d
must be matched with the corresponding -mass among U; in¢ = k+ 1,...,d. While *(pﬂb _ P’r[Li;e) < U; < 0 hurts
the second term in (164), U; < —(P[ﬂb — Py[fje) starts gaining back. But whenever these cross-overs occur, the net
gain to the TV expression (in addition to TV(Ppyp, Ppse)) is only |U;| — (PM — Pnlle) (recall this was entirely |U;|
in step 1). Thus, we need to make U; < 0 for ¢ with smaller PIEZ] P[ ;e ini € {k+1,...,d}. If we do the crossover
by selecting U; < (P[ﬂb P,[fje) fori =k+1,...,k+ u, where u < d — k, the gain for the TV expression (in
addition to TV (Pyup, Ppse) and ZZ L Igﬂb) is given by,

k k4+u k+u
o) =i [1- 32 - 3 -] L3 L
=1 i=k-+1 + i=k+1
d koo htu
[DIREEIE TS oA 169
i=k+u+1 =1 1=k+1 +
k ) k+u k+u
— min |:y =SSR - ST 2 PR ST Pl (166)
i=1 i=k+1 4 i=ktl
k+u k+u k+u
= min [ [Z] + Z P’r[Lzse Z nse (167)
i=1 i=k+1 4+ i=k+1
where the first, second, and third terms inside the min of (165) come from the ||U|; < 2, U; PIEJb, and

Ui <1-— P[ }b constraints, and (166) is a result of 3% prug1 (1 — pub) sk P;Zb Zfi,;ﬂrl( ;EJ — P>

k
> +,§‘+1 nse > 0. Therefore, the maximum gain is achieved when:

k+u k+u k+u
— ; _ plil [¢] [i]
1@?33(1%‘1’(“’ Prse) Pt B Z Fous Z Fuse Z Fase (168)
i=1 i=k+1 + i=k+1
Note that if & = d — 1, crossover is not possible as U is fixed at U; = —Pzgﬂb fori < dand Uy = Y.} P;Eﬂu
Also, k = d is the special case where P, ;. = 7pub, where the parameters to be optimized (6* and P, ) are already
determined.

"Note that u = d — k is infeasible for crossovers as there has to be at least one U; element that is positive to compensate for all the
negative mass and satisfy Zle U; =0.
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With the above two sources of gains, for any k < d — 1, we have,

min min max TV(P, 1— )P, + 8P,
Ppse€Ag . B€[0,1] PPN’GB%PDM ( PV ( ﬂ) pro ﬂ nse)
Z"”PI[,H,;,SPT% Ppu <v  B>Bmin(Nming Nming)
= min min TV(P,u, P, pld max u, P, 169
PnseeA({ ) Be[0,1] B < ( pub nse) + ; ub + 1<usdo1—k ¢( nse) ( )
Zt:P[ ]bgp'y[j.lc P’Eﬂbg'y ﬁZB7nin,(Nm,1in17Nmin1) )
= min min () | TV(Pous, P, P[l] max u, P, 170
0<t<i Ppse€0q Bmin (t,1) ( (Poubs Frse) + Z pub 1<u§d717k¢( nse) (170)
Niing =t =1
g okl P
- (4]
= min in(t, min TV , p max u, P, 171
OStS% Bmzn( ) P €A, < ( pub nse Z pub + 1<uddal—k <l5( nse)) ( )
Nminy =t i=1
g oot P
Lemma E.2. For any given Ppub € Ag, v €(0,1], andt >0,
WF( bt)y  0<t<tmaa
a i TV P+ a P = pub> ==
'8 PnI;I:IGHAd ( ( bubs Fse + 2; 1<u1£d§1—k¢(u7 nSE) does not exist, t > tyaz
minl—t g
2, plil plil Pl <y
pub =Fnse

(172)

where t,q, = arg max{t € [0’ ﬂ DY

Pl < P;ub < 7} and WF(P, ub, ) is the water-filled version of Ppub with
Fpub>
threshold t (see Def. 4.2).

Proof: [Proof of Lemma E.2] We first prove that, for any ¢ € [0, ¢4z

k
_ B . . =[]
W= i (VB P < 3 Flt s, ot ) 7
Niing =t i=1
and then show that WF (P, t) satisfies Z Pl <P (1) P}Jb < v whenever 0 < t < t,,42. Since

k
min (TV( pubs P nse) Z;P;%b + < max k¢(u t Pnse))

P, se€Aq 1<u<d—1—
Nm,i,nl:t
k R
< min TV(P,u, P, + E pl! 4+  max u,t, P, 174
>~ =y ( pub> nse) £ pub 1§u§d717k¢( s Uy nse) ( )
Nimin, =t =
pli]
2iplil <plil, oy TrunSY

pub

This shows that WF (P, oub, t) is optimal in (172) for any ¢ € [0, ¢,,45]. Furthermore, we prove that there exists no P, . with

Nring =1t > timag satisfying Zi:ﬁﬁbg 5. (1) P;Eﬂb < v, to complete the proof of Lemma E.2.

First consider the proof of (173). Recall that k is a function of P, . for any fixed Ppub. From here onwards, we make this
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dependency explicit by writing k as k(P,,s.), to avoid any confusion.

k(Pnbe)
. (4]
PHIQIGDA% TV( ;Uuln nse Z Ppub 1<u§d§11a2(k(PmE)¢(u’Pnse) (175)
ming =
k(Pnse)
. i
- Pnrsr:glAd 1§u§dr—rlla;xk(Pylse) TV( pub7 nse Z Ppub+¢ " Pnse) (176)
Niin, =t
(Prse) ”
:PnrsrzlenAd 1§u§dIEI1{Xk(Pme) TV( pub7 nse Z Ppub
Nm,inlzt
k(P77,se)+u k(Pnse)'i‘u k(Pnse)'i"U‘
+ming |y— > P+ > Pl Y P (177)
i=1 i=k(Ppse)+1 4 i=h(Prse)+1
k(Pse) tu k(Pse)tu F(Pase)
= mi i - Pl Pl TV (Pputs Pase Pl
Pnr::lgnAd 1§u§drzlla;xk(l::mc)mln v Z; ub—"—‘ Z nse + ( P by P )"' Z; pub’
ming =t 1= i=k(Ppse)+1 T i=
k(Pnse)Jl‘u k(Pnse) .
Z Pnls]e+TV( pubaPnse)+ Z Pzgzub (178)
i=k(Pnse)+1 =1
k(Pnse)JFu [ ] k(Pnse)+u k(Pnse) k(P7Lse)+u
= i i _ P pld plil plil
PP e, T X Bt 0 PR H D AL X R
Nimin, =t =1 i=k(Ppse)+1 n =1
(179)
= i nses W), Pnsea 180
Pfﬁlenai 1§u§drfnlaka(Pnsc)mm{f( )g( u)} ( )
ming =
where
k(Pnse)+u ‘ k(Pnse)tu k(Ppse)
F(Prse,u) = |7 - P+ S P o+ Z Pl (181)
i=1 i=k(Proe)+1 N
R(Pase)tu k(Puse)
= max { - (P, — P, > Pl (182)
=1 =1
k(Prse) ' k(Prse)+u
=max {7+ Z (Pr[LZ‘le_Ppﬁll]Lb)_ Z ( ;Eﬂb Pr[:s]e)v Z Pr[L’L;e (183)
=1 i=h(Pose) 1 wPll, <Pl
and
k(Pnse)“Fu
9(Ppse,u) = Y Pl (184)

Next, we characterize the maximizing u in (180). Note that for a given P,,sc, f(Pnse, ) is non-increasing in « and
9(Prse, u) is non-decreasing in u. Thus, for any given P, ., the inner max in (180) occurs at either:

U1 (Ppse) = max{u : f(Pyse,u) > g(Prnse,u)} (185)
or

ﬁZ(Pnse) = mln{u : f(Pnse7u) < g(Pnse>u)} (186)
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satisfying @1 (Pyse) = o (Prse) — 1 or @1 (Pyse) = ta(Phse), which simplifies (180) to:

Ppse
. = =]
PnIsIzlEnAd TV(Ppub, Pnse) + Z Ppub 1<u<dm1an?( Prse) (b(u’ PTLSE) (187)
ming =t =

= 1 P 3 1
PnglenAd 1Su§dr7nlaixk(Pnsc) min{ f(Prse, v), 9(Prse, u)} (188)
Nm'inl =t

= min max {g( nse7u1(Pnse)af(PnseaﬂQ(Pnse)))} (189)
Pnse EAd

ming =0

Claim E.3. Denote P*

nse

= WF(P,up, t). Then,

e min{f (P ). 0P ) € max i (P ). 9(Pases )} (190)

VPpse € Ag with Ny, = t, or equivalently,
max {g( nser U (P;:se) f(P;se’ (Prtse)))} < max {g( nse» ul(Pnse)’ f(PnSE? ﬂ‘Q(PnSS)))} (191)

VPpse € Ag with Nypin, = t.

The proof of Claim E.3 is given in sec. E.1. Continuing from (189), together with Claim E.3, we have,

k(Pn SE‘)
. [i]
pmin | TV (B, Pase) Z Ppun o 2%, iy Ot Pase) (192)
ming =t

= min max {g( nses ul(Pnse)7 f(Pnse7 ﬂQ(PTLS(’)))} (193)

Ppse€Aqg

minlzt
=max {g(Ppse, U1 (Ppse), f(Prse, U2(Prse)))} (194)

In other words,
k(Pnse)

WE(Ppuy, 1) = arg jmin | TV(Bpup, Pusc) Z Prin oo 0% Ot Pase) | (195)

Phse€Ay

ming =t

; plil
This completes the proof of (173), and the next step is to show that WF( Py, t) satisfies ZizﬁlﬂﬂbSWF[“(wa,t) P <

whenever 0 < t < ¢,,00-

For any fixed 0 < ¢ < % with Ny, = ¢, we have the bound:

> opil,< Y Bl (196)

Pl <t Pl <Pl

as P,[m3 > t, Vi. When P,,, = WF(P, oub, t), We have, Z P;Eﬂb = Zi_P[i] < qub Thus, if the constraint
pupS

7,] < Py[]zl

ZZ. pm <plil. PH < ~ is not satisfied by WF( ub, t) for a given ¢, there exists no other P, . that satisfies it. The

pu
maximum value of ¢ for which WF (P, t) satisfies Y. pll = Y5 P;Eﬂb

l] y SWFU (P t) ~ pub Pﬂbgt
bmae = argmax{t € [0,1/d] : ¥, P < P;Eub <~} Therefore, WF(Ppup, t) with its minimum element at ¢t > #,,4,

does not satisfy Zi:pm 1 () qub

< 7 is given by

< 7, and neither does any other P, ;.. This completes the proof of Lemma E.2. B
Now, based on WF (P, ), we know that the ordering of P[ — WFU(Byp, 1) < .. [ ] — WF(P, . 1) is the
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same as PIE,lu]b <...< p;ﬁ]b- With this, we can simplify (171) as:

i i a TV(Pyy, (1 — 8)Pypy + BP
Pn?:lenAd Bgl[g,ll] F},N,IenzgX Pyt (For, (1= ) BPase)
21}5[1] <P[i] P[£11b<’y ﬁZﬁwzin(Nhu,nl7Nm,7',n1)
T pub—="mse
_ : ) pli
= Ogirgutr,l,mx Bmin(t,t) | TV( puvaF( pubs t) + 2 Ppub + 1gu§md£3x17kt é(u, WF( pubs t)) (197)
Pl <t
= OS?%lt{lnaz /BmivL(t7t)(I)2(t) (198)
where
s (t) = TV (Ppusy W (Pyup, 1)) + P+ max ¢, WF(Pyup, 1)) (199)
Pl <t - ’
= kit + max  ¢(u, WF(Pyup, t)) (200)

1<u<d—1—k,

In the theorem statement, the set 75 in the theorem statement is equivalent to 75 = {t : 0 < ¢ < ;4 } considered in (198).

Since cases 1 and 2 consider disjoint sets of P,s. we need to choose the minimum of the two case-wise minima. This
completes the proof of Theorem 4.4.

|

The only remaining component of the proof of Theorem 4.4 is the proof of Claim E.3. For this, we need the following
arguments.

For any given Py, k(P,.) is the cardinality of the set {i : P;Eﬂb <
we have,

P,[fle} Because of the N,,,;,, = t constraint on P,

k( nse >kt Zl{P[ (201)

ub—

For any ﬁxed u we consider the P, ;. that minimizes f(Pyse,u) and g(Ps.,w) separately. Note that for any given P,

we{l,...,d—1—k(Pyse)} where k(Pysc) = Z?:l (Pl <plily where 1.y is the indicator function. Since we have
pub=*nse

the Npin, = t constraint on all Pse, d — 1 — k(Ppse) < d — 1 — k; where k; = Zle l{pﬂbﬁt}'
Ppse with Ny = t, wehave u € {1,...,d — 1 — k(Ppnse)} € {1,...,d — 1 — k:}. Note that k; is independent of any
specific P, ;. within the set of P, se under consideration.'?

Claim E.4. Denote P, = WF(Py,y,t). Forany fixedu € {1,...,d — 1 — k;},

nse

Thus, for any given

F(Prsert) < f(Posesu),  g(Phse,t) < g(Prsesu),  VPge sit. mmP[Z] = (202)

nse

Proof: [Proof of Claim E.4] We first show that for P,,s. = WF (P, t) the range of u is given by {1,...,d — 1 — k; }.
Then, we show that for any given u € {1,...,d — 1 — k;}, (202) holds.

To see why the range of wis {1,...,d—1—k;} for P,se = WF( ub, ), consider the definition of water-filling in Def. 4.2.

In Def. 4.2, all P[z] < t are raised to ¢ to obtain the corresponding P,[L Qe, and the total raised probability mass is reduced

(4]

from all PIEJb > t collectively to obtain the rest of the P,[w]e, i.e., P ab > P,[w]e is maintained for all indices {i : P [ ab > t}.

The only indices ¢ where P[ ] < P[Zle are the ones in {i : P[Z < t} Thus,

d
k(WF(Pyup, t Zl{Pm Pl = 21{1 P, <ty = - (203)
=1

2All P, that we consider at this stage satisfy Nynin, = t.
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This shows that for P,sc = WF(Ppup, ), u € {1,...,d — 1 — k(WF (P, t))} = {1,...,d — 1 — k;}.

Next, we prove that for any u € {1,...7_d — 1 — Kk}, (202) holds. First consider the proof of
argming, . i _ f(Pose;u) = P = WF(Ppup, t). For any fixedu € {1,...,d — 1 — k;}, define:

d
fl (Pnsea ’U,) =7+ Z (p,%b - Pr[tls]e) (204)
i=k(Pnse)+tu+l
fo(Prse;w) = > Pl (205)

. 5lil [4)
Pl <P,

Note that f; (P, se, u) contains the sum of the largest d — k(P,s.) — u of the 155] - RLS]& terms (which are all positive).

Since the order P]gb — P,ES]G < Pg;gl] — P,[fstl] must hold for all ¢, it is clear that:
Pl = max {t Pl } (206)
with 7 chosen to satisfy Zle P, = 1, minimizes f1(Prse, u). Moreover, fa(Pyse,u) is minimized when {i : P [i]b <

P,[f;e} = {i: PM < t} and PJZS]E = ¢ for all {i : P[i]b < t}, since P,[Ls]e > t must be satisfied. Both of these
properties are satlsﬁed by the P, ;. described in (206). Thus for - any fixed u, both f1(Pyse,u) and fo(Ppse,u) are
minimized by the same P, in (206), which is exactly equal to WEF (Pyus, t) (see Def. 4.2). Consequently, the minimizer of

f(P’nseau)—maX{fl( nse; U ) f2( nses U )} 18 aISOWF( pubs )

Now consider the analysis of g(P,,s¢, w). For any fixedu € {1,...,d — 1 — k;},
k‘)(Pnse)“!‘u
9(Posesw) =y P (207)
k(Pvzse)+u
= > P+ Y P (208)
wpll,<pll, k(P

The first term in (208) is minimized by (206) following the same argument as fo (P, «). The second term in (208) is the
sum of the P,ES]S terms corresponding to the indices ¢ with the smallest u positive P [é ] — P#S]e differences. The P, in

(206) ensures that lele = ¢ (minimum possible) is satisfied for the indices & correspondmg to the smallest few positive

P,Eﬂb Pis]e differences. For the rest of the terms among the u smallest terms, (206) chooses PT[LS]e = P M — 7, satisfying
the order constraint P;Eﬂb — P,[lle < PZEE}” — P,[fjel] while minimizing the sum of the P7[Lé]e terms correspondmg to the
smallest u positive P;Eﬂb — P, differences.'> This shows that for any givenu € {1,...,d — 1 — k;}, the term g(Pps¢, 1)
is also minimized by WF (P, t). This completes the proof of Claim E.4.

[ |

E.1. Proof of Claim E.3

Proof: [Proof of Claim E.3] Consider any P, s, with N,,;,, = t. Let the range of u be given by R(Pse), i.€., u €
{1,. —1—k(Phse)} = R(Pnse)- We consider several cases to prove Claim E.3

Case A: ’al(P;:se) UQ(P;:%) € R( nse)

For any P,s. € Ay satisfying Ny, = ¢, consider any u € R(Pys.), define:

h(Prse,w) = min{ f(Ppse, u), §(Prnse,u) } (209)
B0ne important point here is that since we have 13“ - P,Lis],g = szjl;l] P,[f;gl = 7 for larger i terms, we make sure that the indices

are arranged such that P;Ei] < P[I'H] so that the dlfferences P[ﬂb — Pl still satisfy the order constraint and we get P, < pIEY,
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we know that:

h(Pyge,u) = min{ f (e, u), g(Phgesw)} < min{ f(Prses w), 9(Puses w)} = h(Prse,u),  Vu € R(Ppse) (210)

from Claim E.4. Since (210) holds for all u € R(P,,s¢ ), we have,

max h(P;

e W) = max h(Pp
u€R(Ps.)

u) < h(Pyse, 211
emax ser U) max h( u) 211)

UER(Prse)

where the first equality comes from the fact that @3 (P, ), t2(P,.) € R(Pnse) by assumption. This completes the proof
of Claim E.3 for case A.

Notice that R(P?,.) = {1,...,d — 1 —k;} and R(Pyse) C R(P},.) for any P, 5. € Ay satisfying N,,i,, = t. Moreover,

R(PY) \ R(Prse) = {d — k:(Pnse)7 ...,d —1—k:}. In other words, the additional options for v with P, come only at
the end (larger values for ).

Case B: U1 (Prse), U2(Prse) € R(Pnse) and either 1) @1 (Pr,.) € R(Pnse) and ua(Pr,.) ¢ R(Pase) or 2)
U1 (Pyse), U2 (Prse) & R(Prse)-

By definition,

f(PnsevﬂZ(Pnse)) < max {g( nsevul(Pnse)v f(Pnsevﬁ2( nse)))} < f( nseaul(Pnse)) (212)

By the assumption in case B,'*

U1 (Ppse) < tg(Pose) < d—1—=k(Pnse) < t(Ppy.) < ta(Pye) 213)
as 4y (Pr,.) = Ua(Pr,.) — loray(Pr,,) = ua(Pr,.) must be satisfied. Since f(Ppsc,u) is non-increasing in u,
f(Prse,d =1 = k(Ppse)) < f(Puse, U2(Prse)) (214)
From Claim E.4,
f(Ppserd—1—=Fk(Pase)) < f(Pnse,d — 1 — k(Prse)) (215)
Now, applying the non-increasing property of f (P, , u) in u again,
F(Prse, i1 (Prge)) < f(Prge,d =1 = k(Prse)) (216)

Applying (212) to P .., we get,

7186’

f(Prse, t2(Prge)) < max{g(Prse, w1 (Prse)s f(Prses 2(Prse)))t < f(Prse, 1 (Prse)) (217)
Combining (212)-(217) proves Claim E.3 for case B.
Case C: f(Pyse,u) and g(Ppse, u) never cross, i.e., @1 (Ppse) = d — 1 — k(Pyse) with no corresponding s ( Py se) or
U2(Pprse) = 1 with no corresponding @y (P ), and either 1) @1(P},.) € R(Pnse) and s (P),,) ¢ R(Prnse) or 2)
’a’l(P;;se) () ( nee) ¢ R( nse)
For any given P € Ad SatiSfying Nnn'nl =t, when ﬂI(F)nse) =d—-1- k'(Pnse)v we have:

d—1

)mln{f( nse, U )7g(Pnse7u>} = g(Pnseud —-1- k(Pnse)) = ZPH =1- Pr[g]e (218)

max
1<u<d—1—k(Prse —
i

Y @11 (Pprge), @2 (Prise) & R(Pase), (213) directly holds. If @1 (Pyrse) € R(Prse) and di2(Pyge) & R(Prse), note that i1 (Pyr,.) =
d — 1 — k(Pyse) must be satisfied since @1 (Py,.) = G2(Pyse) — 1 or 41 (Py,.) = G2(Py,.). This means (213) always holds.
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At the same time, since g( P}

> ¢» W) 18 non-decreasing in v and f (P}

> W) 18 non-increasing in u, we have:

P} < d—1—-k =1-p:ld 219
1§u§driﬂla—xk(P;S )Hlll’l{f( nse?’ )a ( nse?’ )} g( nse’ nse Z e nse ( )

Note that we have,

1—prld <1 pld

nse’

VPpse € Ag with Ny, =t (220)

since in Py, = WF(Ppup, 1), Prst) = (max; PL)) — 7 > PYle, ¥Puse € Aqwith Nypin, = ¢, as 7 is the smallest
Pﬁlb — P, difference one could achieve while preserving the order Pﬁlb e p;ijbl] PN, Vi (see Def. 4.2).

Then, we have,

* < *[d]
1<u<d Xk mln{f( rses W)y 9(Prsesu)} <1 — Ppit 221)
<1-Pl, (222)
- 1gugdr—n1a_xk(Pnse)mm{f( nse; U); 9 (Prse; )} (223)
from (218) and (219).

On the other extreme, if f(Ppse,u) and g(Pyse, u) never cross and s (Prse) = 1,

lgugdlzllaixk(}?,ue) Hlln{f( nsey U ) ( nsey U )} f( nses UQ(Pnse)) - f(Pnsea 1) (224)

At the same time, since g( P

s W) is non-decreasing in u and f(P;

2 ey W) 1S non-increasing in u, we have:

max mln{f( nse’ )’ ( nse’ )} < f( nse? ) (225)

1<u<d—1—k(Px,.)

nse

Since f(P),.,1) < f(Prses 1), VPrse € Ay 8.t. Nypin, = t from Claim E.4, we have,

1<u<czm18L k(P;{%)mln{f( nser Prserw)} < f(Prses 1) (226)
< f( nses ) (227)
= max Inll’l{f( nse;, U )7 g(Pnse; U)} (228)

1<u<d—1—k(Ppse)
and Claim E.3 is proved. B

F. Proof of Corollary 4.5

Corollary 4.5 restated: For any D,,,, m > 1, > 0and § € (0, 1), the asymptotic solution to (3) with B, s = Ay is
given by,

1

i i TVPTU,PSH =|1—=) Bmin(l/d,1/d 229

iy, TV Pa) = (1) 1/ =
525min(Nminl,Nminl)

and the corresponding optimum S* and P*

> .c are given by,

Prse = Cllld (230)
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Proof. Let PIE’;LJ and P,[fge denote the ith elements of Ppm, and P, ., respectively. Consider,

gy TV 4 P
B>Bmin(Nming »Nming )
6 d
— i i el plil _ plil
8> Bumin(Nminy »Nming ) i=1
8 - 8
= P mienAd ﬁren[%nl] 5 Z P’r[Lzs]e + 5(1 - Nminl); (since Hljln P’r[Ljs]e = Nmznl)
H ﬂzﬁmin(Nrnivnl ;Nrn'inl) i:l,i;ﬁarg minj Paf[z'.s]e
(233)
= Pnf:iGHAd 51611[%1(11] B(1 — Npin,) (234)
ﬂzﬁmin(Nminl ;Nm'inz)
= P mienA ﬁmin(Nminl P Nmznl)(l - Nmznl) (235)
nse d

From Lemma C.5, we know that B,,in (Nming, Nmin, ) i decreasing in Np,ipn,. Then, as Biin(Nming s Nmin, ) and
1 — Npin are both decreasing in V,,,;,,, , we have the optimal Ny, = %, and the corresponding optimal P, = éld. The
resulting minimum TV is given in (229).

O

G. Extension to General Discrete Distributions

Lemma G.1. Fixe > 0, 6 € (0,1), and the required number of synthetic samples m > 1. Let Pyse € A4 be any noise

..... prol considering all
neighboring private distributions Py, le)rv corresponding to neighboring datasets Dy, D;,M. Then, for every 8 > Bmin,
the m synthetic samples drawn from Py, in (1) satisfy the DP constraint in (2). Bpn is a function of €,6,m,n, Py se.

Moreover, Buin depends on Py only through p.

distribution and define p := minyc 1, ay Pose(y) > 0. Define the sensitivity as s = max; |13p[ﬂv —pli

Proof. Consider the privacy loss random variable (PLRV) in (2):

P(Yp,,, = {y1s-- - Ym o Py
Yp,, = {155y }):Zlogw

log (236)
]P(Ypéyn = {y17 s 7yM}) i—1 Pslyn(yz)
Define L(y;) = log II}}L&%, which are i.i.d. Note that,
PS?JTL (y) = (1 - ﬁ)ﬁprv (y) + B—Pnse (y) (237)
Plyn(y) = (1= B)Pp (y) + BPuse(y) (238)
where,
p;rv(y) _min{svp;grv(y)} < pprv(y) < lewv(y) +min{s,1 _lewv(y)}a vy € {Lad} (239)
such that ZZ:1 Ppry(y) = 1. Then,
1-— i P! 1-— i 1-P
| OB i B ) Punly) _ | (L= B minds By ) o10)
Psyn (y) Psyn(y) Psyn (y)
Note that if s < P}, () the lower bound simplifies to:
1— 1-— 1
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If s > P’ (y) the lower bound simplifies to:

prov
1— (I_B)ng'rv( ) >1_— 1
/ - Bp
Similarly, the upper bound in (240) is simplified to 1 + (a=B)s B L . Thus, we have,
1 P 1-—-
L+ 5 Pan(®) p

Therefore, any ¢ = 127“8; can be written as t = 0L + (1 — 9)U for § = % € [0,1].
syn

To satisfy (2), we need:

A log Fsunlvi) AT o
B R P £

syn

Now, let A = o — 1 and consider,

E[JZ 1ng;] _ Z T P (el S0 s 25825
Y1, mz 1
m a—1
P
= Y I[P <H P?’;)
Y15y Ym 1=1 i=1" sYyn Yy

I
JamE
]

20
ER
g

syn( ) -

— la=D)mDa(PaynllPLy,)

From (244), we have the privacy constraint simplified to,

mlog (Z o <Z(@y§>a> —(a—1)e <logé

Note that Ep;  [t°] = 3", Py, () (?”EZ;) and h(t) = t“ is convex. Therefore,

syn

— (0L + (1 — O)U)™ < OL* + (1 — O)U®
—— Epéy[ ] ]E [9] Q+EPI [170][]0‘
U-1 . 1-1 .
vt =Y
11
=12 (1+)°

_|_
n+2m+1)e 42

_ (1-=B)s
= "3p

where . Then, from (251), the privacy constraint simplifies to:

n+1 1 1
1 + 14+7)* ) = (a—1)e <logd
mlog (15 L 1)) — (o e < log
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Next, we find the optimum «* > 1 that minimizes the LHS of (256) with other parameters fixed. Let f(a) =

mlos (32 7y + h1+0°) ~ (@ e amd ) = Bk + (1 )" Then

(o) = mi;;((z)) . (257)

(@) = T gt + 1) - T+ ) ogt + 1) = BT (- et o)

(@) = 2 OED (g 1)+ g+ 1)) 59)
"(a)h(a) — B (a)? m  log?

f(a) = 2m{ ):2((03) We)) hz(a)l (gnfgzzl)(nﬂ) >0 (260)

Thus, f(a) has a unique minimum at m% — & = 0, which simplifies to:

(n+1)(mlog(n+1)+
. log( ! rr)blog(ni?)fs) E))
o = 261)
2log(n+1)

which requires ¢ < mlog(n + 1). For e > mlog(n + 1), we can easily show that f'(a)) < 0 and the optimum « is given by
a* — 00, at which f(a) = —oo, satisfying (251) for any £.

Note that (261) needs to satisfy a* > 1. For this, we need:

(1-p)s <log (1 N (1—5)3) _ 5) <= (262)

Bp Bp m m

Since the LHS of (262) is decreasing in 3, any 3 > Bl satisfies (262), where 51 is the solution to (3 in (262) with equality.

Now, plugging o* back in the privacy constraint in (256) gives:

2mlog(n + 1) n+1 £ ( (mlog(n+l)+s> )
1 - 1 —log(n+1)) <logé
mlog ( n+2 m2 logQ(nJr 1) — 2 21og(n + 1) 0og mlog(n +1) —¢ og(n ) ) <log

(263)

with n = %. Since the LHS of (263) is decreasing in 3, any 5 > 32 satisfies (263), where BQ is the solution to 3 in
(263) with equality. Thus, we have,

Bumin = max{f1, B2} (264)

where 31, B, are functions of ¢, 8, m,n, s, and p = minge(i,...dy Prse(y).

H. Implementation Details
H.1. Implementation Details for the Experiment on Person Activity

We evaluate tabular DP synthetic data generation on the Person Activity dataset under a subject-based split to ensure there is
no user overlap between private and public data. The dataset contains 164,860 total samples with 5 numerical features and 1
categorical feature, and the prediction target consists of 11 activity classes. We construct the private dataset from users with
IDs {1, 2,4} (107,237 samples) and the public dataset from users with IDs {3, 5} (57,623 samples).

Across methods, we consider privacy budgets € € {1.0,2.0,4.0}. We set 6 = 1/(nlogn), where n is the private dataset
size. For the PE-based synthesis pipeline, we use 15 epochs with 3 sampling epochs, generate 5000 samples per sampling
stage, and do 3 variations for candidate generation. For the PE+PubMIX variant, we keep the same base configuration and
additionally set v with 0.9. For graphical-model baselines AIM, GSD, and GEM, we use the default configuration with
degree=2. For PrivSyn, we use threshold with 20000 and 50 iterations as the default setting.
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Table 3. Utility on Yelp Reviews under varying privacy budgets (public dataset = Google reviews from MA). We report mean =+ std over
multiple runs. Category is classification accuracy (%, higher is better) and Rating is RMSE (lower is better).

Metric Method e=1 e=2 e=4

Category (1) PE (Xieetal, 2024y  71.67+0.21 70.6940.41 69.9340.38
PUBMIX 71.03+0.57 72.02+0.42 71.63+0.06

Rating (|) PE Xieetal,2024) 0.898+0.025 0.905+0.009 0.889+0.021
PUBMix 0.874+0.011  0.88740.027 0.869+0.010

H.2. Implementation Details for the Experiment on Yelp

For text synthesis, we use the Yelp reviews corpus as the private training set (approximately 1.9M samples) with the standard
devi/test splits. As the generator LLM, we use Llama-2-7B (Touvron et al., 2023) and enable stochastic decoding. Using PE,
we run the synthesis procedure for 10 epochs. At each epoch, we generate 5,000 synthetic samples and set the variation
degree to 0.5. To support selection via semantic similarity, we embed sentences using Sentence-BERT (Reimers & Gurevych,
2019) and perform nearest-neighbor matching with L2 distance. For privacy accounting, we consider ¢ € {1,2,4} and
use the corresponding noise multipliers {15.34,8.03,4.24}, respectively. In addition to PE-style synthesis, we include
PE+PubMix configured with § = 10~ and v = 0.1.

For downstream utility evaluation, we fine-tune a RoBERTa-based classifier/regressor (Liu et al., 2019) on the generated
synthetic reviews for two tasks: (i) business category prediction (10-class classification) and (ii) review star prediction
(regression over 1-5). We train for 3 epochs with batch size 64, learning rate 3 x 10~°, and maximum sequence length 64.
We select the best checkpoint based on validation performance. We report accuracy for the category task and MAE for the
star regression task.

The results for the same experiment as in Table 2, with a smaller public dataset (reviews from only MA as opposed to 10
states) is given in Table 3.
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